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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product feature
and function, installation, and configuration. The Technical Support group also
authors content for our online Knowledge Base. The Technical Support group
works collaboratively with the other functional areas within Symantec to
answer your questions in a timely fashion. For example, the Technical Support
group works with Product Engineering and Symantec Security Response to
provide alerting services and virus definition updates.

Symantec’s maintenance offerings include the following:
m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m  Telephone and Web-based support that provides rapid response and up-to-
the-minute information

Upgrade insurance that delivers automatic software upgrade protection

m  Global support that is available 24 hours a day, 7 days a week worldwide.
Support is provided in a variety of languages for those customers that are
enrolled in the Platinum Support program

m  Advanced features, including Technical Account Management

For information about Symantec’s Maintenance Programs, you can visit our
Web site at the following URL:

www.symantec.com/techsupp/ent/enterprise.html

Select your country or language under Global Support. The specific features that
are available may vary based on the level of maintenance that was purchased
and the specific product that you use.

Contacting Technical Support

Customers with a current maintenance agreement may access Technical
Support information at the following URL:

www.symantec.com/techsupp/ent/enterprise.html
Select your region or language under Global Support.

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to
recreate the problem.

When you contact Technical Support, please have the following information
available:

m  Product release level
m  Hardware information

m  Available memory, disk space, NIC information



Operating system
Version and patch level
Network topology

Router, gateway, and IP address information

Problem description:

m  Error messages and log files

m Troubleshooting that was performed before contacting Symantec
m  Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our
technical support Web page at the following URL:

www.symantec.com/techsupp/ent/enterprise.html.

Select your region or language under Global Support, and then select the
Licensing and Registration page.

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/ent/enterprise.html
Select your country or language under Global Support.

Customer Service is available to assist with the following types of issues:
Questions regarding product licensing or serialization

Product registration updates such as address or name changes

General product information (features, language availability, local dealers)
Latest information about product updates and upgrades

Information about upgrade insurance and maintenance contracts
Information about Symantec Value License Program

Advice about Symantec's technical support options

Nontechnical presales questions

Issues that are related to CD-ROMs or manuals

Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region
as follows:

m  Asia-Pacific and Japan: contractsadmin@symantec.com
m  Europe, Middle-East, and Africa: semea@symantec.com

m  North America and Latin America: supportsolutions@symantec.com



Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize
your investment in Symantec products and to develop your knowledge,
expertise, and global insight, which enable you to manage your business risks
proactively. Additional services that are available include the following:

Symantec Early Warning These solutions provide early warning of cyber attacks,

Solutions

Managed Security
Services

Consulting services

Educational Services

comprehensive threat analysis, and countermeasures to
prevent attacks before they occur.

These services remove the burden of managing and monitoring
security devices and events, ensuring rapid response to real
threats.

Symantec Consulting Services provide on-site technical
expertise from Symantec and its trusted partners. Symantec
Consulting Services offer a variety of prepackaged and
customizable options that include assessment, design,
implementation, monitoring and management capabilities,
each focused on establishing and maintaining the integrity and
availability of your IT resources.

These services provide a full array of technical training,
security education, security certification, and awareness
communication programs.

To access more information about Enterprise Services, please visit our Web site

at the following URL:
www.symantec.com

Select your country or language from the site index.



Symantec Corporation Software License Agreement
Symantec AntiVirus™ 10 for Macintosh®

SYMANTEC CORPORATION AND/OR ITS
SUBSIDIARIES (“SYMANTEC”) IS WILLING TO
LICENSE THE SOFTWARE TO YOU AS AN
INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY
THAT WILL BE UTILIZING THE SOFTWARE
(REFERENCED BELOW AS “YOU” OR “YOUR”) ONLY
ON THE CONDITION THAT YOU ACCEPT ALL OF THE
TERMS OF THIS LICENSE AGREEMENT. READ THE
TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE
SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE
CONTRACT BETWEEN YOU AND THE LICENSOR. BY
OPENING THIS PACKAGE, BREAKING THE SEAL,
CLICKING THE “AGREE” OR “YES” BUTTON OR
OTHERWISE INDICATING ASSENT
ELECTRONICALLY, OR LOADING THE SOFTWARE,
YOU AGREE TO THE TERMS AND CONDITIONS OF
THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE
TERMS AND CONDITIONS, CLICK THE “I DO NOT
AGREE” OR “NO” BUTTON OR OTHERWISE INDICATE
REFUSAL AND MAKE NO FURTHER USE OF THE
SOFTWARE.

1. License:

The software and documentation that accompanies
this license (collectively the “Software”) is the
proprietary property of Symantec or its licensors and
is protected by copyright law. While Symantec
continues to own the Software, You will have certain
rights to use the Software after Your acceptance of this
license. This license governs any releases, revisions, or
enhancements to the Software that the Licensor may
furnish to You. Except as may be modified by an
applicable Symantec license certificate, license
coupon, or license key (each a “License Module”) that
accompanies, precedes, or follows this license, and as
may be further defined in the user documentation
accompanying the Software, Your rights and
obligations with respect to the use of this Software are
as follows.

You may:

A. use the number of copies of the Software as have
been licensed to You by Symantec under a License
Module. If the Software is part of a suite containing
multiple Software titles, the total number of copies You
may use, in any combination of Software titles, may
not exceed the total number of copies indicated in the
License Module. Your License Module shall constitute
proof of Your right to make such copies. If no License
Module accompanies, precedes, or follows this license,
You may make one copy of the Software You are
authorized to use on a single computer;

B. make one copy of the Software for archival
purposes, or copy the Software onto the hard disk of
Your computer and retain the original for archival
purposes;

C. use the Software on a network, provided that You
have a licensed copy of the Software for each computer
that can access the Software over that network;

D. use the Software in accordance with any written
agreement between You and Symantec; and

E. after written consent from Symantec, transfer the
Software on a permanent basis to another person or
entity, provided that You retain no copies of the
Software and the transferee agrees in writing to the
terms of this license.

You may not:

A. copy the printed documentation that accompanies
the Software;

B. sublicense, rent, or lease any portion of the
Software; reverse engineer, decompile, disassemble,
modify, translate, make any attempt to discover the
source code of the Software, or create derivative works
from the Software;

C. use the Software as part of a facility management,
timesharing, service provider, or service bureau
arrangement;

D. use a previous version or copy of the Software after
You have received and installed a disk replacement set
or an upgraded version. Upon upgrading the Software,
all copies of the prior version must be destroyed;

E. use a later version of the Software than is provided
herewith unless You have purchased corresponding
maintenance and/or upgrade insurance or have
otherwise separately acquired the right to use such
later version;

F. use, if You received the software distributed on
media containing multiple Symantec products, any
Symantec software on the media for which You have
not received permission in a License Module; nor

G. use the Software in any manner not authorized by
this license.

2. Content Updates:

Certain Software utilize content that is updated from
time to time (including but not limited to the following
Software: antispam software utilize updated antispam
rules; antivirus software utilize updated virus
definitions; content filtering software utilize updated
URL lists; some firewall software utilize updated
firewall rules; policy compliance software utilize
updated policy compliance updates; and vulnerability
assessment products utilize updated vulnerability
signatures; these updates are collectively referred to as
“Content Updates”). You shall have the right to obtain
Content Updates for any period for which You have
purchased maintenance, except for those Content
Updates that Symantec elects to make available by
separate paid subscription, or for any period for which
You have otherwise separately acquired the right to
obtain Content Updates. Symantec reserves the right
to designate specified Content Updates as requiring



purchase of a separate subscription at any time and
without notice to You; provided, however, that if You
purchase maintenance hereunder that includes
particular Content Updates on the date of purchase,
You will not have to pay an additional fee to continue
receiving such Content Updates through the term of
such maintenance even if Symantec designates such
Content Updates as requiring separate purchase. This
License does not otherwise permit the licensee to
obtain and use Content Updates.

3. Limited Warranty:

Symantec warrants that the media on which the
Software is distributed will be free from defects for a
period of thirty (30) days from the date of delivery of
the Software to You. Your sole remedy in the event of a
breach of this warranty will be that Symantec will, at
its option, replace any defective media returned to
Symantec within the warranty period or refund the
money You paid for the Software. Symantec does not
warrant that the Software will meet Your requirements
or that operation of the Software will be uninterrupted
or that the Software will be error-free.

TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, THE ABOVE WARRANTY IS
EXCLUSIVE AND IN LIEU OF ALL OTHER
WARRANTIES, WHETHER EXPRESS OR IMPLIED,
INCLUDING THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NONINFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS. THIS
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS.
YOU MAY HAVE OTHER RIGHTS, WHICH VARY
FROM STATE TO STATE AND COUNTRY TO
COUNTRY.

4. Disclaimer of Damages:

SOME STATES AND COUNTRIES, INCLUDING
MEMBER COUNTRIES OF THE EUROPEAN
ECONOMIC AREA, DO NOT ALLOW THE LIMITATION
OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE BELOW
LIMITATION OR EXCLUSION MAY NOT APPLY TO
YOU.

TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW AND REGARDLESS OF WHETHER
ANY REMEDY SET FORTH HEREIN FAILS OF ITS
ESSENTIAL PURPOSE, IN NO EVENT WILL
SYMANTEC BE LIABLE TO YOU FOR ANY SPECIAL,
CONSEQUENTTAL, INDIRECT, OR SIMILAR
DAMAGES, INCLUDING ANY LOST PROFITS OR LOST
DATA ARISING OUT OF THE USE OR INABILITY TO
USE THE SOFTWARE EVEN IF SYMANTEC HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

IN NO CASE SHALL SYMANTEC'S LIABILITY EXCEED
THE PURCHASE PRICE FOR THE SOFTWARE. The
disclaimers and limitations set forth above will apply
regardless of whether or not You accept the Software.

5. U.S. Government Restricted Rights:

RESTRICTED RIGHTS LEGEND. All Symantec products
and documentation are commercial in nature. The
software and software documentation are
“Commercial Items,” as that term is defined in 48
C.F.R. section 2.101, consisting of “Commercial
Computer Software” and “Commercial Computer
Software Documentation,” as such terms are defined in
48 C.F.R. section 252.227-7014(a)(5) and 48 C.F.R.
section 252.227-7014(a)(1), and used in 48 C.F.R.
section 12.212 and 48 C.F.R. section 227.7202, as
applicable. Consistent with 48 C.F.R. section 12.212, 48
C.F.R.section 252.227-7015, 48 C.F.R. section 227.7202
through 227.7202-4, 48 C.F.R. section 52.227-14, and
other relevant sections of the Code of Federal
Regulations, as applicable, Symantec's computer
software and computer software documentation are
licensed to United States Government end users with
only those rights as granted to all other end users,
according to the terms and conditions contained in this
license agreement. Manufacturer is Symantec
Corporation, 20330 Stevens Creek Blvd., Cupertino, CA
95014, United States of America.

6. Export Regulation:

Certain Symantec products are subject to export
controls by the U.S. Department of Commerce (DOC),
under the Export Administration Regulations (EAR)
(see www.bxa.doc.gov). Violation of U.S. law is strictly
prohibited. Licensee agrees to comply with the
requirements of the EAR and all applicable
international, national, state, regional and local laws,
and regulations, including any applicable import and
use restrictions. Symantec products are currently
prohibited for export or re-export to Cuba, North
Korea, Iran, Iraq, Libya, Syria and Sudan or to any
country subject to applicable trade sanctions. Licensee
agrees not to export, or re-export, directly or
indirectly, any product to any country outlined in the
EAR, nor to any person or entity on the DOC Denied
Persons, Entities and Unverified Lists, the U.S.
Department of State's Debarred List, or on the U.S.
Department of Treasury's lists of Specially Designated
Nationals, Specially Designated Narcotics Traffickers,
or Specially Designated Terrorists. Furthermore,
Licensee agrees not to export, or re-export, Symantec
products to any military entity not approved under the
EAR, or to any other entity for any military purpose,
nor will it sell any Symantec product for use in
connection with chemical, biological, or nuclear
weapons or missiles capable of delivering such
weapons.



7. General:

If You are located in North America or Latin America,
this Agreement will be governed by the laws of the
State of California, United States of America.
Otherwise, this Agreement will be governed by the
laws of England and Wales. This Agreement and any
related License Module is the entire agreement
between You and Symantec relating to the Software
and: (i) supersedes all prior or contemporaneous oral
or written communications, proposals, and
representations with respect to its subject matter; and
(ii) prevails over any conflicting or additional terms of
any quote, order, acknowledgment, or similar
communications between the parties. This Agreement
shall terminate upon Your breach of any term
contained herein and You shall cease use of and
destroy all copies of the Software. The disclaimers of
warranties and damages and limitations on liability
shall survive termination. Software and
documentation is delivered Ex Works California, U.S.A.
or Dublin, Ireland respectively (ICC INCOTERMS 2000).
This Agreement may only be modified by a License
Module that accompanies this license or by a written
document that has been signed by both You and
Symantec. Should You have any questions concerning
this Agreement, or if You desire to contact Symantec
for any reason, please write to: (i) Symantec Customer
Service, 555 International Way, Springfield, OR 97477,
U.S.A,, (ii) Symantec Customer Service Center, PO BOX
5689, Dublin 15, Ireland, or (iii) Symantec Customer
Service, 1 Julius Ave, North Ryde, NSW 2113,
Australia.

8. Additional Uses and Restrictions:

A. If the Software You have licensed is a specified
Symantec AntiVirus for a corresponding third party
product or platform, You may only use that specified
Software with the corresponding product or platform.
You may not allow any computer to access the
Software other than a computer using the specified
product or platform. In the event that You wish to use
the Software with a certain product or platform for
which there is no specified Software, You may use
Symantec Scan Engine.

B. If the Software you have licensed is Symantec
AntiVirus or Symantec Scan Engine utilizing Web
Server optional licensing as set forth in the License
Module, the following additional use(s) and
restriction(s) apply:

i) You may use the Software only with files that are
received from third parties through a web server;

ii) You may use the Software only with files received
from less than 10,000 unique third parties per month;
and

iii) You may not charge or assess a fee for use of the
Software for Your internal business.

C. If the Software You have licensed is Symantec Client
Security, this Software utilizes the Standard Template
Library, a C++ library of container classes, algorithms,
and iterators. Copyright (c) 1996-1999. Silicon
Graphics Computer Systems, Inc. Copyright (c) 1994.
Hewlett-Packard Company.
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About installing Symantec
AntiVirus 10 for Macintosh

This chapter includes the following topics:

What to install

About Symantec AntiVirus 10 for Macintosh

About the Symantec Administration Console for Macintosh
Components of the Symantec Administration Console for Macintosh

Where to get more information

What to install

Symantec Administration Console for Macintosh consists of antivirus and
administration console software components that need to be installed on the
client computers, and on the server that will run the Symantec Administration
Console.
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About Symantec AntiVirus 10 for Macintosh

Table 1-1 lists the main components and installation locations of Symantec
AntiVirus and the Symantec Administration Console for Macintosh.

Table 1-1 Installable components
Components Installation location | Description
Symantec AntiVirus | Client computers The antivirus application installed on the client and used by

Symantec Administration Console for Macintosh to remotely
perform antivirus tasks on the client.

See “Installing Symantec AntiVirus 10 for Macintosh” on page 17.

Symantec Client computers The daemon process that receives and runs commands from the
Administration server and sends back status to the server.

Console for
Macintosh client
software (daemon

Clients require this software to be able to receive and execute the
commands sent by the server that runs Symantec Administration
Console for Macintosh.

process)
See “Installing the Symantec Administration Console for Macintosh
client” on page 49.
Symantec OS X Server The management and user interface software for the command
Administration server and administration console.

Console for
Macintosh server
software

See “Installing the Symantec Administration Console for Macintosh
server” on page 23.

About Symantec AntiVirus 10 for Macintosh

The Symantec AntiVirus™ 10 for Macintosh® component provides automated
virus protection on Macintosh client computers. It scans the client computer for
virus-related activities, it automatically retrieves updated virus definition files,
and it communicates with the Symantec Administration Console for Macintosh.
The communication between the Symantec AntiVirus component on client
computers and the Symantec Administration Console for Macintosh enables a
system administrator to remotely monitor and to send commands to client
computers.

Note: Installing Symantec AntiVirus on a client computer removes any existing
installations of Norton AntiVirus 9 or Norton AntiVirus 10 from that computer.

For information on installing Symantec AntiVirus, see “Installing Symantec
AntiVirus 10 for Macintosh” on page 17.
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About the Symantec Administration Console for Macintosh

About the Symantec Administration Console for

Macintosh

The Symantec Administration Console for Macintosh centralizes management
of clients running Symantec AntiVirus. The client/server architecture consists
of the following components:

m  Server software components on a computer running Mac OS X Server v10.3
or v10.4 software

m A daemon running on each Mac OS X client computer

The Symantec Administration Console for Macintosh server software integrates
with the built-in components of the Mac OS X Server v10.3 or v10.4, such as the
MySQL® database and Apache HTTP server, to keep track of client status and to
enable you to issue commands to the clients. You monitor and send commands
to the clients through the administration console, a Web-based user interface.

You can use a Web browser on the server to access the administration console,
or you can use a supported Web browser to access the administration console
from another computer that has HTTP access to the server. Using the
administration console, you can remotely perform administrative tasks on
clients, such as installing antivirus updates, scanning volumes for viruses,
running scripts, or updating virus definitions.

See “Installing Symantec AntiVirus 10 for Macintosh” on page 17.

The client component of the Symantec Administration Console for Macintosh is
a daemon running in the background on each client computer. The daemon
receives and runs commands from the server, and it sends back status to the
server. The interaction between the client and server does not require any
interaction from the client’s user, and there is no graphical user interface
associated with the Symantec Administration Console for Macintosh on the
client computer.

Before the Symantec Administration Console for Macintosh can manage
network clients, administrators need to install software on the server, and on
each client that will be managed. Preparing for a successful installation involves
meeting the server and client installation requirements.

See “Server components” on page 14.
See “Server installation requirements” on page 27.
See “Client components” on page 15.

See “Client installation requirements” on page 49.
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Components of the Symantec Administration Console for Macintosh

Components of the Symantec Administration
Console for Macintosh

The following sections describe in detail the server and client components of the
Symantec Administration Console for Macintosh.

Server components

The server components of the Symantec Administration Console for Macintosh
are installed on a computer running Mac OS X Server v10.3 or v10.4.

Some components, such as the MySQL database, are installed by default when
the Mac OS X Server v10.3 or v10.4 software is installed on the server. Other
components are installed when you install the Symantec Administration
Console for Macintosh software.

Table 1-2 lists and describes server components installed by the Symantec
Administration Console for Macintosh.

Table 1-2 Server components installed by the Symantec Administration
Console for Macintosh

Component Description

Command server Issues commands to clients and handles information from
clients.

Administration Web-based user interface for viewing client status and managing

console client computers.

Symantec MySQL database components for the Symantec Administration

Administration Console for Macintosh (command log, command library, client

Console for status logs).

Macintosh database

tables

To use the administration console, you need to use a supported Web browser.
Several different Web browsers are supported depending on the operating
system of your computer. The administration console is a collection of Web
pages that you can access from computers on the network other than the server.

Installation instructions for the Symantec Administration Console for
Macintosh are in this guide.

See “Installing Symantec AntiVirus 10 for Macintosh” on page 17.

See “Installing the Symantec Administration Console for Macintosh server” on
page 23.
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Components of the Symantec Administration Console for Macintosh

Table 1-3 lists and describes server components installed by the Mac OS X
Server v10.3 or v10.4.

Table 1-3 Servercomponentsinstalled by the Mac OS X Serverv10.3andv10.4

Component Description

MySQL relational database Software that hosts the database components that the
management system Symantec Administration Console for Macintosh requires
for its operation.

Apache HTTP server Serves administration console Web pages (user interface).
Also, receives status and event updates from clients.

Installation instructions for the Mac OS X Server are in the Apple Mac OS X
Server Getting Started document.

Table 1-4 lists and describes server components installed by the operating
system or administrator.

Table 1-4 Server components installed by the operating system or
administrator

Component Description

Web browser Viewer for administration console. Can be any of several
supported operating system/browser combinations (Mac,
Windows, Linux).

See “Server installation requirements” on page 27.

Client components

Table 1-5 describes the Symantec Administration Console for Macintosh client
software components.

Table 1-5 Client components

Components Description

Symantec Administration  Receives and runs commands from the server, and sends
Console for Macintosh back status to the server.

client software (daemon
process)

This software is required for a client to be able to receive
and run commands from the Symantec Administration
Console for Macintosh server.
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About installing Symantec AntiVirus 10 for Macintosh
Where to get more information

Table 1-5 Client components
Components Description
Symantec AntiVirus Software installed on the client and used by Symantec

Administration Console for Macintosh to remotely perform
antivirus tasks on the client.

You must have Symantec AntiVirus installed on clients to
run antivirus commands sent from the server, such as
scanning client volumes for viruses.

See “Installing the Symantec Administration Console for Macintosh client” on
page 49.

Where to get more information

For information on using the Symantec Administration Console for Macintosh
after it is installed, see the Symantec Administration Console for Macintosh
Administrator's Guide located on the CD.

For information on using Symantec AntiVirus after it is installed, see the
Symantec AntiVirus 10 for Macintosh User Guide located on the CD.



Installing Symantec
AntiVirus 10 for Macintosh

This chapter includes the following topics:

System requirements

Before you install

Installing Symantec AntiVirus
After installation

For more information

System requirements

Before installing Symantec AntiVirus 10 for Macintosh, take a moment to
review the system requirements.

To use Symantec AntiVirus 10 for Macintosh, the client computer must have
one of the following supported Mac OS X operating system versions installed. It
must also meet the minimum hardware and memory requirements. A computer
running Tiger Mac OS 10.4 probably meets or exceeds the minimum system
requirements for Symantec AntiVirus.

Macintosh OS X version 10.3, or later

G3 processor or higher

192 MB of RAM

40 MB of available hard disk space for installation
Internet connection required for LiveUpdate

CD-ROM or DVD-ROM drive
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Note: Symantec AntiVirus does not support Mac OS X versions earlier than 10.3.
If you want to install Symantec AntiVirus on Mac OS X, you must upgrade to
Mac 0OS X 10.3, or a later version.

Before you install

Before installing Symantec AntiVirus, you should read the Symantec AntiVirus
Read Me file for the latest installation information.

See “Reading the Symantec AntiVirus Read Me file” on page 18.

To install Symantec AntiVirus, you must enter a Mac OS X Admin account’s user
name and password.

See “Checking your account type” on page 19.

Installing optional features

Symantec AntiVirus is designed for Enterprise organizations that want to
manage the features and preferences that can be accessed by their users. The
Symantec QuickMenu and Auto-Protect preferences are not available in the
default installation of Symantec AntiVirus. You can download an installer that
includes these features from the Symantec Web site.

See the Symantec AntiVirus Read Me file on the Symantec AntiVirus for
Macintosh CD for more information about downloading the managed installer
from the Symantec Web site.

See “Reading the Symantec AntiVirus Read Me file” on page 18.

Reading the Symantec AntiVirus Read Me file

The Symantec AntiVirus Read Me file contains a summary of what’s new and
changed in Symantec AntiVirus, as well as installation tips. It contains
information that was unavailable at the time that the Symantec AntiVirus 10 for
Macintosh Installation Guide was published.

To read the Symantec AntiVirus Read Me file

1 Insert the Symantec AntiVirus 10 for Macintosh CD into your optical disk
drive.

2 Inthe CD window, double-click the Read Me Files folder.

3 Double-click Symantec AntiVirus Read Me.
The Read Me displays in a text editor.
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Checking your account type

The installation procedure requires that you enter a Mac OS X Administrator
name and password. If you do not know if your account is an Admin account,
you can check it in System Preferences.

If your account is an Admin account, you can install Symantec AntiVirus
software using your current user name and password.

If your account is a Standard account, you can’t install using your current
account’s user name and password. For security, you must enter an Admin user
name and password before installing Symantec AntiVirus. If you do not have an
Admin account, ask your system administrator for assistance.

To check your account type

1
2

On the Apple menu, click System Preferences.

Click Accounts.
Your login name and account type are listed.

Installing Symantec AntiVirus

You can install Symantec AntiVirus from the Symantec AntiVirus 10 for
Macintosh CD, or from a file that you download.

Note: The Symantec AntiVirus installer removes previous installations of
Norton AntiVirus for Macintosh versions 9 and 10 from your Macintosh.

To install Symantec AntiVirus 10 for Macintosh

1

o A W N

Do one of the following:

m If you are installing from a CD, insert the Symantec AntiVirus 10 for
Macintosh CD into the optical disk drive.
If the CD window doesn’t open automatically, from the desktop, double-
click the CD icon to open it.

m If you downloaded your copy of Symantec AntiVirus 10 for Macintosh,
double-click the file that you downloaded.

Double-click Symantec AntiVirus Installer.
In the Install Symantec AntiVirus panel, click Continue.
Review the Symantec AntiVirus Read Me text, and then click Continue.

In the Software License Agreement panel, click Continue.
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6 Inthe agreement dialog box that appears, click Agree.

7 Inthe Select a Destination panel, select the disk on which you want to install
Symantec AntiVirus.
Files from previous versions of Symantec AntiVirus are deleted when you
install Symantec AntiVirus to the same directory as the old version.

8 In the Select a Destination panel, click Continue.
9 In the Easy Install panel, click one of the following buttons:
Install This button appears if you have no other Symantec products

that include Symantec AntiVirus or Norton AntiVirus
installed on the computer.

Upgrade This button appears if you have a previous version of
Symantec AntiVirus or Norton AntiVirus installed on the
computer.

10 Inthe Authenticate panel, type an Admin account’s user name and
password.

11 Inthe Authenticate panel, click OK.

12 Click Continue Installation to confirm that you want to install Symantec
AntiVirus.

13 When installation is complete, click Logout.

If you can’t eject the CD

If you have trouble ejecting the CD after you restart your computer, try one of
the following:

m  Quit applications and close documents that are on the CD before ejecting. If
a CD is busy, you cannot eject it.

m  Restart your computer. Press and hold the eject button on the keyboard
when your Macintosh restart chime sounds.

m  On a Macintosh computer with a slot-loading CD-ROM drive, press and hold
the mouse button while starting up to eject the CD.

For more information on how to eject a CD, see Mac Help.
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After installation

Now that you've installed Symantec AntiVirus, you can check for late-breaking
news about your new software.

Symantec AntiVirus creates a Late Breaking News link. This link lets you see the
latest information for your installed software.

To read late-breaking news
1 Connect to the Internet.

2 In the Symantec Solutions folder, double-click Late Breaking News.
Your default Web browser displays the Symantec Late Breaking News Web
page for your product.

For more information

The product documentation provides assistance for using Symantec AntiVirus.
You can find the information that you need on your computer and on the Web.

Accessing Help

Opening Help in Symantec AntiVirus displays the Apple Help Viewer where you
can access a list of Symantec AntiVirus Help topics.

To access Help

1 Inthe Symantec Solutions folder, double-click Symantec AntiVirus.
2 On the Help menu, click Symantec AntiVirus Help.

Tips for exploring Help:

m  To search for a specific topic, in the search field at the top of the Help
window, enter one or more keywords.

m Terms that are underlined and blue in the text are defined in the glossary.
Click the word to go to its definition. Click the back button to return to the
topic.

m Links to related topics appear at the end of a topic.

m  Some topics include links that open the window in which you can begin the
task described.
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Opening the User Guide PDF

The User Guide is available in PDF format on the CD.

To open the User Guide PDF
1 Insert the Symantec AntiVirus 10 for Macintosh CD into the CD-ROM drive.
2 In the CD window, double-click the Documentation folder.

3 Double-click Symantec AntiVirus 10 for Macintosh User Guide.
You can also drag the PDF to your hard disk if you want to keep a copy on
your computer.

Tips for exploring the PDF:

m  When you open the PDF, the table of contents appears in the margin. In the
table of contents, click a heading to jump to that topic.

m To search for a specific topic, use the Find command on the Edit menu.



Installing the Symantec
Administration Console for
Macintosh server

This chapter includes the following topics:

Before you install
Server installation requirements

Installing the Symantec Administration Console for Macintosh server
software

Post-installation tasks

Before you install

The Symantec Administration Console for Macintosh server software must be
installed before the client software because the server software creates a
customized client installation package containing information about the server,
such as the server’s static IP address, and an encrypted private key used to
validate the commands sent from the server to the client.

Before you install, make sure that you have reviewed the client and server
installation requirements.

See “Server installation requirements” on page 27.

See “Client installation requirements” on page 49.
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About user accounts and passwords

During the installation of the Symantec Administration Console for Macintosh,
you will need the following user accounts and passwords. You need to create
some of these accounts before you begin the Symantec Administration Console
for Macintosh installation, as noted in Table 3-1. As you establish these user
accounts and passwords, you should record them and store them in a secure
location.

If you forget a password, or believe that a user account and password are
compromised, you can reset the user account and password.

See “Resetting user accounts and passwords” on page 45.

Table 3-1 describes the user accounts and passwords required by the Symantec
Administration Console for Macintosh.

Table 3-1 User accounts and passwords required by the Symantec
Administration Console for Macintosh

Component User account/password When to create

Server running Mac | A server user account with Before installing the Symantec

OS X Server Admin privileges and a password | Administration Console for
that you assign. Macintosh.

This was created when Mac OS
X Server user accounts were

established.
MySQL Root user and password that you | When MySQL is installed.
assign. By default, the root user is
created without a password. To
better secure the MySQL
database, create a root user
password for MySQL.
MySQL Symantec An account name that you assign | During the installation of
Administration with a password automatically Symantec Administration
Console for generated by the installer for the | Console for Macintosh server
Macintosh database | Symantec Administration software.
Console for Macintosh database Used by the server to access
created in MySQL.

the MySQL database. You don’t
need to enter this user account
and password after the server
installation is complete.
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Table 3-1 User accounts and passwords required by the Symantec
Administration Console for Macintosh
Component User account/password When to create
Symantec Username and password that you | During the installation of
Administration assign. Symantec Administration

Console for
Macintosh login

Console for Macintosh server
software.

Used whenever you log on to
the administration console.

Symantec Server-generated key pair and During the installation of
Administration associated password that you Symantec Administration
Console for assign. Console for Macintosh server
Macintosh key pair software.

Used whenever you send a

command from the server.
Symantec URL of the administration During the installation of
Administration console Web page. Symantec Administration
Console for Console for Macintosh server
Macintosh URL software.

Preparing the MySQL database for server installation

Before installing the Symantec Administration Console for Macintosh server,
the following requirements must be met:

m  Mac OS X Server v10.3 or v10.4 must be running on the server.

See the Apple Mac OS X Server Getting Started document for instructions on

installing the operating system software.

m  Make sure that the MySQL database is running.

See “Checking that MySQL is running” on page 26.

m  Create a password for the MySQL database root user on the server.

By default, the root user is enabled as a MySQL user without a password. To

better secure the MySQL database, give the root user account for MySQL a

password.

See “Creating a password for the MySQL root user” on page 26.

25
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Checking that MySQL is running

The server installation and the regular operation of the Symantec
Administration Console for Macintosh requires that the MySQL database be
running on the server.

To check that MySQL is running
1 Onthe server, open the Activity Monitor.

2 Onthe Show menu, make sure that All Processes is selected.
The mysqld process should be in the list of processes. If mysqld is not in the
list, start MySQL from the /Applications/Server/MySQL Manager
application.

Creating a password for the MySQL root user

If the version of MySQL that came with Mac OS X Server v10.3 or v10.4 is
running on your server, then the MySQL installation should have already run
the mysql_install_db script that sets up the database grant tables that create the
initial set of MySQL users. By default, two superuser accounts are created with a
username of root. The root users are initially created without passwords. To
secure the MySQL database, give one of the root user accounts a password, and
then use the account and password for the server installation. Though you don’t
need the second MySQL root user for this installation, it is a good practice to
assign the other root user (or any other usernames without passwords) a
password.

Note: You should note the root password in a secure place, as you’ll need it when
you install the server software.

To create a password for the MySQL root user

¢ In a Terminal window, type the following:
mysqladmin -u root -h localhost password “newpwd”

where <newpwd> is the root password that you want to use.
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Preparing the Mac OS X Server to use SSL

The user interface of the Symantec Administration Console for Macintosh is
made of dynamically generated Web pages, served from the Apache HTTP
server and viewable from a Web browser. Some of the Web pages require that
you enter sensitive information, such as usernames and passwords, that you
might want transmitted using secure communications protocols.

The Mac OS X Server Apache HTTP Server software uses a module called
mod_ssl to provide SSL (Secure Sockets Layer) security for Web sites it serves,
such as the Symantec Administration Console for Macintosh. You do not need to
enable SSL to install the Symantec Administration Console for Macintosh. It is
an optional procedure.

If you wish to set up SSL for Web sites, see the Apple Developer Connection Web
site article, “Creating Secure Transactions on Mac OS X Server Using SSL.” The
article is located at the following URL:

http://developer.apple.com/server/security_ssl.html

Server installation requirements

The following are the supported hardware platforms and software versions for
the server installation of the Symantec Administration Console for Macintosh.

m  Mac OS X Server v10.3 or v10.4
m 256 MB RAM (512 MB RAM for high-demand servers)
m  Built-in FireWire®

m 4 GB available disk space

Note: The Symantec Administration Console for Macintosh server software
does not support Mac OS 9, or versions other than Mac OS X Server v10.3 or
v10.4, for use as server platforms.

m  Computers capable of running Mac OS X Server v10.3 or v10.4, including:
Power Mac® G3, G4, or G5

iMac®

eMac™

Mac® mini

Macintosh Server® G3, G4

Xserve®, Xserve® G5
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Note: The Symantec Administration Console for Macintosh software does
not require Xserve hardware.

Supported administration console browsers
m  Mac OS X 10.3 using Safari™ 1.2.X Web browser

m  Windows® XP Pro using Internet Explorer 6 Service Pack 2 Web
browser

m  Red Hat Linux using Netscape® 7 Web browser

Server port: The Symantec Administration Console for Macintosh server
sends commands to clients using the UDP multicast protocol on the host IP
address and port that you specify. The Symantec Administration Console for
Macintosh server software installation assigns port 8192 by default, but you
can change the port number during the server software installation.

See “Installing the Symantec Administration Console for Macintosh server
software” on page 28.

Static IP address: The server requires a static IP address to be able to receive
status and other communication from the clients. If the server doesn’t have
a static IP address, the server will be able to send commands to clients, but
won’t be able to receive status from the clients. If your host IP address
changes, you can manually update it in the configuration file that stores
that information, and then create an updated client package to send to the
clients.

See “Changing the host IP address” on page 47.

Installing the Symantec Administration Console for
Macintosh server software

Before you perform this installation procedure, make sure that you have met the
following requirements:

MySQL is running on the server.
See “Preparing the MySQL database for server installation” on page 25.

MySQL root user has a password assigned.
See “Creating a password for the MySQL root user” on page 26.

To install the server

1
2

Log on to the server using an Admin user account.

Insert the Symantec Administration Console for Macintosh CD into the CD-
ROM drive.
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3 Onthe Symantec Administration Console for Macintosh CD, double-click
Symantec Administration Server.pkg.

4  Inthe Welcome to the Symantec Administration Console for Macintosh
server Installer panel, click Continue.

5 In the Important Information panel, read the Read Me file, and then click
Continue.

6 In the Software License Agreement panel, read the License Agreement, and
then click Continue.

7 Inthe Software License Agreement panel, click Agree to accept the terms of
the License Agreement and continue the installation.

8 Inthe Select a Destination panel, select the server’s boot volume as the
destination for the server software.

.
a|amn Install Symantec Administration Console for Macintosh server

Select a Destination

E_ = Select a destination volume to install the Symantec

© Introduction Administration Console for Macintosh server software.
\

© Read Me
O License

© Select Destination

® Installation Type
10.3.X Server 10.3.2 7D24

® installing | 37.1GB (34.2GB Free}) 37.1GEB (31.3GE Free)
® Finish Up

Installing this software requires 3.9MB of space.

You have selected to install this software on the volume “10.3.X
Server.”

_

( Go Back | ( Continue :)

9 In the Select a Destination panel, click Continue.

10 In the Easy Install panel, click Install.

Note: If a previous installation of the Symantec Administration Console for
Macintosh is on this server, the button is labeled Upgrade instead of Install.
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11 Inthe Authenticate dialog box, type an Admin account user’s name and
password, and then click OK.

Authenticate

Installer requires that you type your password.

Name: ¢ jones

Password: esesss
B Details

@ (Cancel) @06

It takes just a few seconds for the server software to install. You should see
the following Install Software panel after the software is installed.

12 In the Install Software panel, click Close.

.
a|amn Install Symantec Administration Console for Macintosh server

(-] Iqtroduction
e Réa\d Me
© License

Install Software

O Select Destination
© Installation Type The software was successfully installed

© Installing

© Finish Up

_

Note: The next series of panels guide you through entering the settings that
configure the Symantec Administration Console for Macintosh server
software, create the server database in MySQL, and create the client
installation package.
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13 In the Introduction panel, click Continue.

"meo Symantec Administration Console for Macintosh

Introduction

This application will assist you in configuring the Symantec
Administration Console for Macintosh server, setting up
the server database, and configuring the client installer.

,symantec. CoBack | Continue

14 Inthe Database Name panel, type the name that you want to give to the
MySQL database created by the Symantec Administration Console for

Macintosh.
r(_\ en Symantec Administration Console for Macintosh |
Database Name
= -
i - Specify a name for a MySQL database that will provide persistent
— — storage for the Symantec Administration Console for Macintosh
= server.
Database name: SACM
A= —

,symantec. ( Go Back ) (_ Continue )
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15 Inthe Database Name panel, click Continue.

16 If there is a previous installation of the Symantec Administration Console
for Macintosh on this server, and if the installer detects that a database
already exists with the name that you assigned, you are prompted to either
keep the existing database, or delete the database and rebuild it.

Keep the existing
database

Delete the database
and rebuild it

If you keep the existing Symantec Administration Console for
Macintosh database, the usernames, passwords, and other
data stored in the database from the previous installation are
used for this installation.

If you select this option, go to step 23 to continue the
installation.

If you delete the existing database, all existing Symantec
Administration Console for Macintosh data is deleted and a
new database is created.

If you select this option, go to step 17 to continue the
installation.

Note: If you are installing the Symantec Administration Console for
Macintosh for the first time on this server, you don’t have to choose
whether to keep or delete an existing server.




Installing the Symantec Administration Console for Macintosh server | 33
Installing the Symantec Administration Console for Macintosh server software

17 Inthe MySQL Administrative User panel, type the root username and
password that was previously created by the MySQL database.

"meo Symantec Administration Console for Macintosh

MySQL Administrative User

o d
F—— Specify a MySQL administrative user for setting up the database.
= . Note: this is not a Mac OS5 X username; it is a MySQL username that must
- already be set up. It also is not the MySOL username that will ordinarily be
used for the database; that will be specified in the next step.
Admin username:  root
Admin password: sessssssss
RS —

,symantec- ( Go Back ) ( Continue )

18 Inthe MySQL Administrative User panel, click Continue.



34 | Installing the Symantec Administration Console for Macintosh server
Installing the Symantec Administration Console for Macintosh server software

19 Inthe Database Username panel, type a username (up to 16 characters).

"o en Symantec Administration Console for Macintosh |

Database Username

oy ‘

= Specify a new MySQL username and password for the server to
= — use when accessing the “SACM" database.
= This should not be the same as the MySQL administrative user specified in

the previous step.
—— Username: symadmin|
A random password will be generated for this user.
RS —
- ST - -
symantec. ( GoBack ) ( Continue )

The server will use this username to access the MySQL database created by
the Symantec Administration Console for Macintosh

20 In the Database Username panel, Continue.
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21 Inthe Console Login User panel, type a username and password that will be
used to log on to the Symantec Administration Console for Macintosh.

"o en Symantec Administration Console for Macintosh

Console Login User

—

Specify an initial login user for the administration console
— web pages.

]

Additional users can be created later by logging in to the console using this
username and password.

Console username: | Cjones_sacm

Console password: eessssss

RS —
Repeat password: ssssssss
Preferred language: | English F:]
,symantec- ( Go Back ) ( Continue )

You can create additional usernames after the server software is installed.

22 In the Console Login User panel, click Continue.
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23 In the Choose Setup Style panel, select one of the following setup options:

Basic Setup

Advanced Setup

A,8.60 Symantec Administration Console for Macintosh

Uses a single host IP address for locating the administration
console Web pages and the location where clients report their
status to the server,

If you select Basic Setup, click Continue and then go to step 25.
Uses different host IP addresses for locating the

administration console Web pages and the location where
clients report their status to the server.

If you select Advanced Setup, click Continue and then go to
step 27.

Choose Setup Style

For the Basic Setup, all console web pages and client

- communication scripts reside on a single HTTP host, with the
administration console accessible as “sacm-admin” and the client
scripts accessible as “sacm”.

The Advanced Setup lets you customize the configuration to
specify different HTTP host IP addresses and URLs for the
administration console and the client communication scripts.

@ Basic Setup

() Advanced Setup

’ symantec.

~ GoBack ) ( Continue
e il

24 1In the Choose Setup Style panel, click Continue.
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25 In the Host Address panel, do the following:

rz Py " "
0eon Symantec Administration Console for Macintosh

Specify a host IP address to use for the URLSs for administration
console Web pages, and the location where clients report their status to
the server. By default, the Host option is initially set to the current IP
address of the en0 Ethernet device on the server.

Check Console web pages use Secure Sockets Layer (SSL) if you have
the Apache HTTP Server software set up to use SSL and you want to
use it for Symantec Administration Console for Macintosh
communication. If you don’t have SSL set up on your Apache HTTP
server, uncheck the check box.

See “Preparing the Mac OS X Server to use SSL” on page 27.

Click Save Link to create a Web link on the desktop containing the URL
for the Symantec Administration Console for Macintosh.

=

S |

Host Address

Specify the host for administration console web pages and
- endpoint node communcation scripts.

Host: | 192.168.0.0|

"] Console web pages use Secure Sockets Layer (SSL)

Note: Save this URL. It is the address of the Symantec Admini-
stration Console for Macintosh home page.

http://192.168.0.0/smac-admin/index.php (" save Link... )

’symantec- L GoBack ) ( Continue )

37
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26 After you have specified the options in the Host Address panel, click
Continue, and then go to step 31.

Note: After installation, if the host IP address changes, the client will
continue to receive commands sent by the server, but the client will not be
able to report status to the server. If your host IP address changes, you can
update it in the configuration file that stores that information and create an
updated client package to send to the clients.

See “Changing the host IP address” on page 47.
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27 1In the Console Address panel, do the following:

m  Type the host IP address and path that you want to use as the URL for
the Symantec Administration Console for Macintosh Web pages. By
default, the Host option is initially set to the current IP address of the
en0 Ethernet device on the server.

m  Check Use SSL if you have the Apache HTTP Server software set up to
use SSL (Secure Sockets Layer) and you want to use it for Symantec
Administration Console for Macintosh communication. If you don’t
have SSL set up on your Apache HTTP Server, don’t check this check
box.

See “Preparing the Mac OS X Server to use SSL” on page 27.

m  Click Save Link to create a Web link on the desktop containing the URL
for the Symantec Administration Console for Macintosh.

rz Py " "
0.6.6 Symantec Administration Console for Macintosh

Console Address

Specify the location for the administration console web pages.
Host:  192.168.0.0| -
_lUseSsL
Path:  sacm-admin
All console scripts will be installed into Apache subfolders with the
above path.
Note: Save this URL. It is the address of the Symantec Admini-
F - 9 stration Console for Macintosh home page.
http://192.168.0.0/sacm-admin /index.php (" save Link... )
’ symantec. ( GoBack ) ( Continue )

28 After you have specified the options in the Console Address panel, click
Continue.
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29

30

In the Client Communication Address panel, type the host IP address and
path that specifies where the clients report to the server about results of
administration console commands and events that have occurred on the
client.

rz Py " "
0.6.6 Symantec Administration Console for Macintosh

Client Communication Address

Specify the location for the client communication scripts.

Ordinarily, the host will be the same as for the administration console,

specified in the previous step.
Host:  192.168.0.0
Path: |sacm

= — All client communication scripts will be installed into Apache
subfolders with the above path.
http://192.168.0.0/sacm/
’ symantec. ( GoBack ) ( Continue )

Note: If the host IP address changes after the Symantec Administration
Console for Macintosh server software installation is complete, the URL of
the administration console will be incorrect. If your host IP address
changes, you can manually update it in the configuration file that stores
that information, and then create an updated client package to send to the
clients.

See “Changing the host IP address” on page 47.

After you have specified the options in the Client Communication Address
panel, click Continue.
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In the Multicast Address panel, specify the host IP address and port number
assignment for UDP multicast communication from the server to the client.

rz Py " n M
0.6.6 Symantec Administration Console for Macintosh

Multicast Address

=

Specify a UDP multicast configuration for the Symantec Admini-
- stration Console for Macintosh server to use when sending
commands to the clients.

Mote that the first component of the IP address must always be 239, the
second component must be a number from 253 to 255, and the third and

fourth components must be numbers from 0 to 255.
The port must be a number from 1025 to 65535.

IP address: 239. 255 . 0 |0

- - | Port number: 8192|

,symantec- K Go Back ) ( Continue )

If your network is behind a firewall, the multicast information doesn’t
usually need to be changed. If your network is outside of a firewall, be
careful not to use a multicast IP address of a registered multicast service.
For more information about registered Multicast addresses, see the
following URLs:

m  http://www.iana.org

m  http://www.iana.org/assignments/multicast-addresses

After installation, if the host IP address changes, the URL that the server
uses to send commands to clients will be incorrect. If your host IP address
changes, you can manually update it in the configuration file that stores
that information, and then create an updated client package to send to the
clients.

See “Changing the host IP address” on page 47.

If other services running on the computer are using port number 8192,
change the port number to one that is not being used. The port number
must be a number from 1025 to 65535.

After you have specified these options in the Multicast Address panel, click
Continue.
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33 In the Create Key Pairs panel, type and re-type a password that will be
associated with the first key pair that you create, and then click Create Key.

r ]
0.6.6 Symantec Administration Console for Macintosh

Create Key Pairs

ﬁ
The server requires at least one public/private key pair in order
- to authenticate its communication with clients. Key pairs are
encrypted using a password.
If no key pairs have been defined, create one by entering a
password below, and then clicking Create Key.
0 key pairs have been defined.
— Password: essssssss
__': Repeat password: sesssses
( Create Key b
’ symantec. ( GoBack ) ( Continue

A key pair is used to encrypt and authenticate the commands sent from the
server to the client. You can continue to create more key pairs by typing a
password and clicking Create Key. You can assign each new key pair the
same password, or its own unique password. The keys that you create during
installation are built into the client installation package for distribution to
clients.

34 After you have created the key, click Continue.
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35 In the Summary panel, click Finish.

rz Py " "
0.6.6 Symantec Administration Console for Macintosh

Summary

—_—

— Install console web pages on host “192.168.123.1" at path “sacm-
admin"”.

Install endpoint node communication scripts on host *192.168.0.0" at
path “sacm”.

Configure server to send commands to endpoint nodes using UDP
multicast on host “239.255.0.0°, port 8192,

— Configure the Client installer using public keys 1.

‘-—: Client installer is located on server at “/Library/Application Support/

Symantec/5Mac/Symantec Administration Client.pkg”.

] Display passwords

Click “Finish..." to complete the server setup.

’symantec. ( GoBack ) ( Finish... )

If the configuration is successful, a log file appears and indicates that the
configuration is complete.

=
ene Configuration Complete
- = PR 4
. /Bemovreddmnin. php f
. /BemovelGroup. php
. #BendCommand . php
. /SendliveUpdateCommand . php
. ASoftwareInfo. php
. fSoftwareStatus. php
. ATopViruses. php
# chown —fh root:adwin “/Library/&pplication Support/Symantec/Stlac/HodeComm® "/
Library /Application Support/Symantec/Stac/Admin”
# chown -Ff www: gww " /Library/WebServer /Documents/sacm” "/Library/Weblerver/
Documents /sacm—admnin”
# chmod -Ff go-w "/Library/Webiferver Documents/sacn” " Library/WebServrer/
Documents /sacn-admin”
# apachectl graceful
dusr/shinfapachect]l gracefuvl: httpd gracefully restarted

# BvildDE —-uvseconfig —-consuser=ga ——conspass=XXXY —-conslang=en ——admin=root
——adminpw=XXI1L

# Installdmdet CmdLlib/General.en.xml CmdLib/SHacddmin.en.xml CrmdLil/

SymSoftware . en. xml

# 1n -=s lanquage.en include /lanquage

# ConfigllientInstall 1

# InstallCmdSet Cmdlib General.en.xml CwmdLib/SHachdmin. en.xzml CmdLib#

SymSoftmare . en. xml m

CONFIGURATION COMPLETE i
v

Fa

Open Console ) l: Print... ) ( Save As.. )
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36 To verify that the server software successfully installed, open the Symantec
Administration Console for Macintosh by using any of the following
methods:

m In the Configuration Complete log, click Open Console.
m  Open the Web link that you previously saved.

m  Type the administration console URL in a Web browser.
See “Server installation requirements” on page 27.

'8 00 Symantec Console: Login |
4 b m m ‘:".h[tP'j!i‘él‘,lﬁ“ﬁ:“lz‘},‘l“vSa(m—a‘(‘!ﬂ%m;l;ﬂg‘m‘i}.hp o~ Q~ Google
[0 Apple Mac Amazon eBay Yahoo! Newsw http://192. n/index.php
, symantec.
Home Send Commands Command Log Reports & Logs Client Preferences Maintenance
MNavigation: Login
User Name:
Password:

37 Logon to the administration console using the username and password that
you specified for the Symantec Administration Console for Macintosh
during the server software installation.

Post-installation tasks

After installing the Symantec Administration Console for Macintosh server
software, you should make plans to establish a MySQL backup and disaster
recovery plan.

You should note your MySQL and Symantec Administration Console for
Macintosh user accounts, key pairs, and associated passwords in a secure place.
If you forget a user account or password, refer to the procedures in this section
to reset an account name and password.
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About MySQL backup and disaster recovery

If you don’t already have a regularly scheduled backup and disaster recovery
process for the MySQL database, you should consider establishing one. Consult
your MySQL documentation, or refer to the “Disaster Prevention and Recovery”
article at the following URL:

http://dev.mysql.com/doc/mysql/en/Disaster_Prevention.html

Resetting user accounts and passwords

Keeping track of user accounts and passwords associated with the MySQL
database and the Symantec Administration Console for Macintosh is important
for security. If you forget a user account or password, or believe that an account
or password has been compromised, you can reset the user account and
password.

Resetting the MySQL root user password

When the Mac OS X Server v10.3 or v10.4 initially installs the MySQL database,
it creates two root users without passwords by default. If you previously set a
root password for MySQL but have forgotten it, reset the root password by
following the procedure called “How to Reset the Root Password” located in the
MySQL Manual at the following URL:

http://dev.mysql.com/doc/mysql/en/Resetting_permissions.html

Resetting the password for an existing Symantec
Administration Console for Macintosh username

This procedure resets the password for an existing Symantec Administration
Console for Macintosh username. You can also create a new username and
password.

See “Creating a new Symantec Administration Console for Macintosh username
and password” on page 46.

To reset the password for an existing administration console username

1 Ina Terminal window, run the mysql command-line tool from the server by
typing the following:
mysqgl --user=root --password=your root_password db_name
where your_root_password is the existing root user password, and db_name
is the name of the Symantec Administration Console for Macintosh MySQL
database created during the server installation.
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By default the database is named SACM, unless the default was changed
during the Symantec Administration Console for Macintosh server
installation.

Type the following at the mysql prompt:

USE db_name;

UPDATE AdminUser SET Password=PASSWORD (‘newpassword’) WHERE
UserName=’existing login’;

where db_name is the same db_name used in the mysql command in the
previous step, newpassword is the new password you want to assign, and
existing_login is an existing administration console username.

If the command is successful, you should see the following text in the
Terminal window:

Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 Warnings: O

Creating a new Symantec Administration Console for
Macintosh username and password
This procedure creates a new Symantec Administration Console for Macintosh

username and password. You can also reset a forgotten password for a known
username.

See “Resetting the password for an existing Symantec Administration Console
for Macintosh username” on page 45.

To create a new administration console username and password

1

In a Terminal window, run the mysql command-line tool from the server by
typing the following:

mysqgl --user=root --password=your_root_password db_name

where your_root_password is the existing root user password, and db_name
is the name of the Symantec Administration Console for Macintosh MySQL
database created during the server installation.

By default the database is named SACM, unless the default was changed
during the Symantec Administration Console for Macintosh server
installation.

Type the following command at the mysql prompt:

USE db_name;

INSERT AdminUser SET UserName=‘newusername’,
Password=PASSWORD ( ‘newpassword’) ,PrivKeys='Y’,PrivCmds="Y’,
PrivUsers='Y’;
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The variables are as follows:

db_name The same db_name used in the mysql command in the
previous step.

newusername The username that you want to create.
newpassword The new password that you want to assign.
PrivKeys m  To give the user the ability to create key pairs, type Y.

m  To deny the user the ability to create key pairs, type N.

PrivCmds m  To give the user the ability to issue commands, type Y.
m  To deny the user the ability to issue commands, type N.

PrivUsers m  To give the user the ability to create new administrator
accounts, type Y.
m  To deny the user the ability to create new administrator
accounts, type N.

If the command is successful, you should see the following text in the
Terminal window:
Query OK, 1 row affected (0.00 sec)

Changing the host IP address

The Symantec Administration Console for Macintosh server requires a static IP
address to be able to receive status and other communication from the clients. If
the server IP address changes, the server will be able to send commands to
clients, but won’t be able to receive status from the clients.

If your host IP address changes, you can manually update it in the configuration
file that stores the information. You then run the Configure Client Package
command that creates an updated .tgz file for you to send to existing clients (as
described in this procedure), and a Symantec Administration Client.pkg for you
to use when installing new clients.

See “Distributing and installing the client package” on page 50.

See “Installing the Symantec Administration Console for Macintosh server
software” on page 28.

Note: Don’t perform this procedure until the IP address has actually changed on
the server.
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To change the host IP address

1

N o o b

10

11

12

On the server volume where the Symantec Administration Console for
Macintosh is installed, locate the config file:
/Library/Application Support/Symantec/SMac/config

Open the config file using a text editor.
You must have Admin privileges to edit this file.

In the config file, find the following lines and change their IP addresses to
the new IP address. Ordinarily these two values are the same.

NodeCommHost This is the base address that the client uses to communicate
with the server.

AdminHost This is the base address to access the Web console.

Save the config file.
Log on to the Symantec Administration Console for Macintosh.
Click Maintenance, and then click Configure Client Package.

On the Configure Client Package page, select a Client Package Key ID and
corresponding password, and then click Modify Client Package.

A client package is created for delivery and installation on the clients. Note
the name and displayed URL of the .tgz file. You will need to enter this file
name and URL to send the package to the clients.

Click Send Commands.

Under Send Command Options, select whether to send the command to all
clients or a selected group of clients.

On the Command pop-up menu, click Set Console Client Preferences, and
then click Specify Parameters.

On the Set Console Client Preferences page, type the Command Key ID and
Key Password information, and then type the .tgz URL and file name next to
Preference Set.

Click Command to send the updated client package and IP address to the
selected clients.

The selected clients will download and install the updated client package
from the specified URL.



Installing the Symantec
Administration Console for
Macintosh client

This chapter includes the following topics:

m  Before you install

m Client installation requirements

m  Distributing and installing the client package

m  Verifying communication between the client and server

Before you install

Installing the Symantec Administration Console for Macintosh client software
involves distributing and installing the client package that was created during
the server installation on each client.

Client installation requirements

A networked Macintosh computer running Mac OS X 10.2.8 or later is required
for the client installation of the Symantec Administration Console for
Macintosh.
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Note: Installation of the Symantec Administration Console for Macintosh does
not require Symantec AntiVirus to be installed on the client computers, but the
Symantec Administration Console for Macintosh won’t be able to perform
antivirus tasks, such as scanning volumes for viruses, on client computers that
don’t have Symantec AntiVirus installed.

Distributing and installing the client package

The client package created by the server installation is the client installation
package used to install the Symantec Administration Console for Macintosh
client software. The client package contains the following items:

m  Host IP addresses that the client needs to communicate with the server
m  Public key(s) used by the client to authenticate commands from the server

m The installer for the client daemon that runs in the background and enables
the client to receive and process commands from the server

Review the client requirements to make sure that the clients are properly
configured to run the Symantec Administration Console for Macintosh client
software.

See “Client installation requirements” on page 49.

Note: The client package installation does not install Symantec AntiVirus on the
client. Use the Symantec AntiVirus 10 for Macintosh installation instructions to
install that product on clients. See “Installing Symantec AntiVirus 10 for
Macintosh” on page 17.

To distribute and install the client package

1 Locate the client package on the server volume on which the server was
installed:
Library > Application Support > Symantec > SMac > <client package>

2 To distribute the client package you can use your preferred method, or any
of the following options:

m  Use Apple Remote Desktop™ software, or another preferred network
administration software program. The advantage to using this type of
administration program is that you can set up the distribution to
automatically install and reboot the client package on the clients
without user intervention at the client.
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m  Use a shared network directory or physical media (CD, disk, etc.). This
method requires that you download the client package file from the
network directory or media, and install the package on each client
computer.

3 Install the client package using the Apple Installer.
This will install the client without requiring any user intervention.

4 Reboot the client computer.

Verifying communication between the client and
server

You will not see a user interface for the Symantec Administration Console for
Macintosh on the client. The client daemon process runs silently in the
background.

The client attempts to communicate with the server when the client is rebooted.
You should see an entry for the client on the administration console Send
Commands page after the client has started reporting its status to the server.

If you don’t see the client listed in the administration console, try one of the
following:

m  Refresh the administrator console by using the Refresh command in your
‘Web browser.

m  Wait a few minutes for the client to begin communicating with the server.
m  Ping the client from the Terminal to see if it responds.

After the Symantec Administration Console for Macintosh client software has
been installed and the client is communicating with the server, the Symantec
Administration Console for Macintosh installation is complete and you can start
managing clients from the administration console.

See the Symantec Administration Console for Macintosh Administrator’s Guide
for information on managing clients using the administration console.



52 | Installing the Symantec Administration Console for Macintosh client
Verifying communication between the client and server



A

about
components 14
Symantec Administration Console for
Macintosh 13

Symantec AntiVirus 10 for Macintosh 12

activity monitor, checking MySQL 26
administration console. See Symantec

Administration Console for Macintosh 13

administrator password 20
advanced installation setup 36
Apache HTTP server setting SSL 27

basic installation setup 36
boot volume 29

o
CD
ejecting 20
User Guide PDF 22
client
components 15
daemon 13
distributing package 50
MacOSX 13
system requirements 17
components
client 15
server 14
D
daemon 13
database

keeping existing 32
MySQL preparation 25
rebuilding 32
username 34

E

eMac server hardware 27

G

glossary terms 21

H

hardware requirements
client 49
server 27
Symantec AntiVirus 17
Help
accessing 21
tips for using 21

iMac server hardware 27
information, locating on CD 16
installation

advanced 36

basic 36

boot volume 29

password 19

post-installation tasks 44

requirements 11

Symantec Administration Console for

Macintosh client 49

Symantec AntiVirus 19

system requirements 17
Internet Explorer Web browser 28
IP address, changing 47

K

key pair, creating 42

L

Late-Breaking News 21
license agreement 29



54 | Index

Linux platform for administration console 15 S

iog file 43 420 Safari Web browser 28
0gon passwor server

Mac mini hardware 27
Mac OS X Server v10.3 or v10.4

about 13

components 14
Macintosh platform for administration console 15
multicast, setting IP address and port number 41
MySQL

backing up and recovering 45

checking activity 26

command-line tool 45

password 24

root user 25, 33

root user password 26

setting up 25
mysqld process 26

N
Netscape Web browser 28

o

operating system, components 15
0S X, versions supported 17

P

password
admin account 20
resetting 45

Power Mac server hardware 27

R

Read Me file, opening on the CD 18
Red Hat Linux 28
requirements
client 11
server 27
system 17
root user, MySQL 26

client communication 51

components 14

installing 28

installing the Symantec Administration
Console for Macintosh 23

IP address 28

password 24

port 28

requirements 27

username 24

SSL (Secure Sockets Layer)

option for administration console
communication 37
setting up in Mac OS X Server 27

Symantec Administration Console for Macintosh

about 13

components 14

configuring 30

opening with Web browser 44
post-installation 44

preparing for installation 23

server installation requirements 27
user accounts and passwords 24
username 35

Symantec Administration Server.pkg 28
Symantec AntiVirus 10 for Macintosh

about 12

accessing help 21

and administration console 50
client component 15

install preparation 18
installing 17
post-installation 21

system requirements 17

system requirements

server hardware 27

supported browsers 28

Symantec Administration Console for
Macintosh client 49

Symantec Administration Console for
Macintosh server 27

Symantec AntiVirus 10 for Macintosh 17



U

User Guide PDF 22
username, creating new 24

w

Web browser 14, 15

Windows Web browser platform for administration
console 15

Windows XP Pro Web browser platform for
administration console 28

X

Xserve server hardware 27

Index

55



	Symantec AntiVirus™ 10 for Macintosh® Installation Guide
	Contents
	1. About installing Symantec AntiVirus 10 for Macintosh
	What to install
	About Symantec AntiVirus 10 for Macintosh
	About the Symantec Administration Console for Macintosh
	Components of the Symantec Administration Console for Macintosh
	Server components
	Client components

	Where to get more information

	2. Installing Symantec AntiVirus 10 for Macintosh
	System requirements
	Before you install
	Installing optional features
	Reading the Symantec AntiVirus Read Me file
	Checking your account type

	Installing Symantec AntiVirus
	If you can’t eject the CD

	After installation
	For more information
	Accessing Help
	Opening the User Guide PDF


	3. Installing the Symantec Administration Console for Macintosh server
	Before you install
	About user accounts and passwords
	Preparing the MySQL database for server installation
	Preparing the Mac OS X Server to use SSL

	Server installation requirements
	Installing the Symantec Administration Console for Macintosh server software
	Post-installation tasks
	About MySQL backup and disaster recovery
	Resetting user accounts and passwords
	Changing the host IP address


	4. Installing the Symantec Administration Console for Macintosh client
	Before you install
	Client installation requirements
	Distributing and installing the client package
	Verifying communication between the client and server

	Index



