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Abstract:

As society moves into the digital age, international interactions increasingly hinge on cyber technologies in the arenas of diplomacy, military, business, and commerce.  Technology has become a necessary aspect of daily life as well as an important tool in international security relations.  When goods and activities are critical to society these activities also become predatory targets of enemies.  This chapter will examine the concept of rivalry and repeated disputes through the lens of technology and cyberwar.  Most wars occur under a situation of long-standing, mutual animosity or what scholars call rivalry.  To understand how rivalries evolve in the current era it is important to investigate if cyber warfare increases tensions among rival states.  What cyber capabilities do rivals have and what are the consequences of technological attacks on critical infrastructures during international tensions in a rivalry?  As a weapon, can cyber attacks increase hostility in a rivalry?  These questions are important policy concerns that must be addressed as rivalry and international competition shift from the conventional battlefield to the technological battlefield.  Has cyberwar changed the fundamental nature of modern interstate rivalry?   

Prepared by for Derek Reveron’s Cybersecurity to Cyberwar
Introduction
In May of 2010, the U.S. Cyber Command was constituted as an active military four star command responsible for all aspects of cybersecurity.  The 2010 National Intelligence “Annual Threat Assessment” states that the Untied States is ‘severely threatened’ by cyber attacks (Blair 2010).  With the increased importance of wars involving non-state actors, the increase in the number of internal conflicts, and the scope of globalization, some conclude that process of war and foreign policy has changed since 9/11 (Kaldor 1999).
  The belief that war has changed is bolstered by the conjecture that cyberspace is now an important military battlefield.  The field of security studies might be considered to be at a crossroads due to these perceptions.  Very little has been done to study the actual impact of new tactics and weapons in the modern international battlefield.  What is the true impact of cyberwar on the dynamics of conflict and interstate relations?  This important question motivates our study in this volume.

This study will focus on persistent enemies or rivals.  Interstate rivals (Diehl and Goertz 2000; Thompson 2001) are those states that perceive the other state as a threat and view interstate relations as a zero sum game.  Vasquez (1993) defines rivalry as a “relationship characterized by extreme competition, and usually psychological hostility, in which the issue positions of contenders are governed primarily by their attitude toward each other.”  To this point the data suggests that such pairs of states have experienced the most war in the interstate system since the end of the Napoleonic wars (Diehl and Goertz 2000; Vasquez and Valeriano 2010).  If one were to predict who will fight whom (Bremer 2000) in the future and which states have realistic security threats, then scholars should rightly focus on rivals as the main unit of interest.  This study follows this advice and examines the impact of cyberwar or cyber-tactics on the dynamics of rivalry.  


The chapter will examine the theoretical and empirical impact of cyber strategies on rivalry relations.  What sorts of behavioral expectations can we derive from a theory of information warfare during a rivalry?  Our research path follows two lines of questioning:  first, which rivals have cyber capabilities?  To examine to which extent informational battle tactics have changed diplomacy and military relations in the modern era, we must first examine the state of actual cyber capabilities.  Do rivals have cyber combat units and if so, are these units tasked to target rivals or possibility, inflated threats?  
Our second question is what impact cyber-capabilities have on rivalry relations.  If a state has a cyber unit tasked to target a rival, does this operation actually affect interstate relations?  To accomplish the first task we will present an examination of a few cases that explore the reach of cyber strategies in modern military structures among the rivalry population.  How deeply have cyber-capabilities and tactics penetrated rivalry dynamics?    


These research questions are important if one is to examine and theorize about the extent and impact of cyber-tactics in modern international relations.  Before policy makers can discuss the need for cyber security or the coming danger of cyberwar, we must first understand the true nature of cyber-conflict against dangerous and long-standing enemies.  The study of cyberwar must move away from the study of conjecture and fears of the possible, into the study of actual modern enemies’ capabilities.  This step is important and this research effort is the first to examine both the theoretical and empirical impact of cyber technologies on conflict dynamics.  


The chapter will proceed to define the domain of our analysis – cyber-conflict, and then move towards an examination of the importance of rivalry studies.  Based on other models of conflict, we will then theorize (about) the impact of cyber-tactics of rivals.  Finally, our study will then answer the critical question of who has cyber-capabilities and what impact these capabilities have on modern rivalry relations at this point.  

Cyberwar and International Relations
It is first important that we discuss our concepts as they apply to international relations.  We will leave the detailed analysis cyberwar and cybersecurity tactics to others in this volume.  For our purposes, cyberspace is physical; that is, it has defined boundaries of mainframes, wires, hard drives, and networks.  Cyberspace is not some abstract concept that has unknowable limits or boundaries.  

Libicki (2007) defines cyberspace with four tenets which state that the concept is (1) replication, (2) consists of recognized actions, (3) tends to have persistent rules or technologies, and finally, (4) is divided between the physical layer and synthetic layer that is information and knowledge.  Cyberspace is replicable which also means the concept is expanding and repairing at the same time.  As our ability to store information increases and the speed at which information travels expands, the domains of cyberspace increase.  Having recognized actions in common is important since the concept must be measurable and not be reduced to abstract quantities.  

Persistent rules and technologies are critical in that the cyber world is restricted to the domains of human thought.  Computer science and math can only provide so many avenues of storage and information processes (despite the view of movies such as Tron and its sequel).  Software tends to persist despite its faults; hence we see the constant use of common programs (Windows) and platforms (Macs).  

Perhaps the most important distinction of cyberspace is between the physical layer and syntactic layer (Libicki 2007).  These layers are not collapsed together.  The danger coming from cyber invasions can only apply to the knowledge existing in the information world and not to all knowledge.  In other words, a state is only as vulnerable as it allows itself to be.

The common usage of the term cyberwar seems to indicate direct battle between computational technologies and actors.  The term’s true intent is to suggest there is an ongoing technological battle in the context of a foreign policy interaction.  This point is critical because we are talking about cyber technologies as used in war, battles, and foreign policy interactions rather than a futuristic war to take informational territory or further a cyber ideology.  Cyberwar is generally the term used for a state’s offensive capabilities and actions in cyberspace (Clarke and Knake, 2010).  Hersh (2010) defines cyberwar as the “penetration of foreign networks for the purpose of disrupting or dismantling those networks, and making them inoperable.”  Therefore we define cyberwar as the use of computational technologies on the military or diplomatic battlefield of international affairs and interactions.  

Cyber-security is the term used for a state’s defensive (and sometimes offensive) capabilities in cyberspace.  How well can a country defend itself from a cyber-attack?  For example, China has the ability to shut off all international internet lines going in and out of its territory at any time.  Cyberspace in the United States, on the other hand, is controlled by many private parties who could not coordinate quickly in the face of a cyber-attack.  The Chinese government controls all content and access to the internet and is therefore better protected from cyber-attack.  Since the American creed is about freedom and private enterprise, the country is more vulnerable to malicious intent from cyberspace due to the decentralized nature of information infrastructure (Clarke and Knake 2010).  Some consider the offense to be the best defense and cyber-security also relates to the use of offensive capabilities to deter future cyber attacks.  

It is important to outline which types of cyber-attacks are used and the amount of damage they potentially can inflict on international actors.  The first type of cyber-attack is known as the distributed denial of service (or DDoS).  This technique is the easiest and the least sophisticated cyber attack, and can be used by the most novice hackers with malicious intent.  DDoS attacks flood particular Internet sites, servers, or routers with more requests for data than the site can respond to or process.  The effect of such an attack effectively shuts down the site thus preventing access or usage.  Government sites important to the functioning of governance are therefore disrupted until the flooding is stopped or the attackers disperse.  Such attacks are coordinated through “botnets,” or a network of computers that have been forced to operate on the commands of an unauthorized remote user; in other words the coordinated use of computers by like-minded hackers working in unison (Clarke and Knake 2010, 282).  The primary impact of DDoS attacks via botnets is the temporary disruption of service.

Website defacements are another type of cyber attack.   Hackers use SQL injection or cross-site scripting (forms of command code) to deface or destroy victims’ web pages (Carr 2010, 27).  This form of attack was used during the Russian-Georgian war of 2008, where Russian hackers defaced numerous Georgian government websites, including the site of President Mikheil Saakashvili.  The President’s site was flooded with photographs likening him to Adolf Hitler.  Although rather benign, these attacks may have important psychological effects.

“Trapdoors” or “Trojans” are the third option for cyber attackers.  Trapdoors or Trojans are unauthorized software added to a program to allow entry into a victim’s network or software program to permit future access to a site once it has been initially attacked (Clarke and Knake 2010, 289).  This can be more damaging than DDoS attacks or website defacements because the attacks with this method can be numerous and escalating before the victim realizes he/she has been attacked, like the mythical Trojan horse attack.  The purpose of trapdoors is to steal sensitive information from secured sites.

 “Malware,” or malicious software, is the most potent form of cyber attack, and the damage inflicted can be widespread and potentially fatal.  Examples of malware include logic bombs, worms, viruses, packet sniffers, and keystroke loggers.  These methods force computers or networks to undertake tasks that they would normally not undertake.  Logic bombs are programs that cause a system or network to shut down and/or erase all data within that system or network (Clarke and Knake 2010, 287).  Viruses are programs which attach themselves to existing programs in a network and replicate themselves with the intention of corrupting or modifying files.  Worms are essentially the same as viruses, except they do not need to attach themselves to existing programs.  Packet sniffers are software designed to capture information flowing across the web.  Keystroke logging is the process of tracking the keys being used on a computer so that the input can be replicated in order for a hacker to infiltrate secure parts of a network.  
All of the above methods have the potential of doing real physical damage to states’ infrastructure, secure government sites, or military operations.  Malware is the most potent form of cyber warfare, and should be the type most commonly used by rivals.  But malware typically can only be used as a tactic if the user (target) allows access.  Malware generally works hand in hand with phishing attempts to gain passwords to access systems.  Other forms of malware, like the 2008 thumb drive attack on the U.S. Department of Defense network, require the actual insertion of the software physically into a disconnected network.  
Most scholars suggest cyber-techniques change the character of war.  Their line of logic is that the type of tactic or weapon utilized changes the nature of war because of its potential for devastating effect.  What scholars must study is the impact of techniques on relations or outcomes rather than the possible impacts of said tactics.  The focus must be made towards the observable and quantifiable rather than the suggested, inflated, or perceived fears that come from modern technologies.  

To this point studies about the impact of cyber-technologies on foreign relations are purely speculative.  When one wants to advocate a position, the cyber-challenge is put as a life or death struggle with immense implications for the modern nation-state.  As Lynch (2009) puts it, “a dozen determined computer programmers can, if they find a vulnerability to exploit, threaten the United States’ global logistics network, steal its operational plans, blind its intelligence capabilities, or hinder its ability to deliver weapons on target.”  One can take such quotes such and imagine the nuclear fallout created by self-aware artificial intelligence made famous by The Terminator franchise.  Perhaps pundits are going too far in their warnings. 
Our view is much different.  Rather than suggest the nature of combat has changed we are interested in measuring if, how, and why it has changed.  The shift towards the knowable rather than “unknown unknowns” (as Rumsfeld might put it) is important in scholarly discourse.  

Theoretically our concern is with how cyber tactics are perceived in the enemy and the impact of the use of these tactics.  Cyber tactics could destroy command and control structures in the military, wipeout the media apparatus of a state, destroy financial memory and wage economic combat, target the health industry and hospitals, or wither the ability of domestic units to protect the citizenry by eliminating technology used by police and the FBI. However, all these impacts are purely speculative.  What we do know is that there is a value to chaos in the enemy.  By potentially destroying one’s ability to respond, coordinate, and reciprocate attacks, intensive damage is done.  Fear is the motivating mechanism for much of what occurs in the international arena, and cyberwar is no different.  Cyber tactics could do damage, but the fear that these technologies engender is probably more important than any theoretical conjecture a pundit can make.  

The real utility in cyberwar seems to be much more benign than is usually believed.  The added value of cyber tactics is that these options tend to be low penalty options.  Information can be stolen, money can be moved around digitally, chaos can ensue through the activation of computer viruses but these outcomes fail to compare to damage done by large scale military options or even economic sanctions.  Since most military networks are decentralized, the installation of malware is a difficult if not impossible proposition.  The recent Stuxnet worm that seems to have hit the Iranian nuclear program had to be planted from the inside with traditional intelligence operatives, and most people overestimate hackers’ ability to carry out large-scale attacks from a single computer.   


In terms of conflict operations, the attractiveness of the target in relation to the capability used is a critical equation rarely examined.  What good would a cyber attack be if it does little actual damage to a rival state?  In cyber war, the number of victims is limited and rate of infection is delayed by the speed at which information might flow in a target.  If a cyber attack will take a long time to have an impact (as opposed to the fictional instant elimination of military control by the Cylons in Battlestar Galactica) and might only impact a limited amount of targets, what good is the use of the tactic?  Much is made about the secret nature of cyber operations but this can only be true in non-warfare, non-rivalry situations.  If Russia is invading Georgia and the entire information infrastructure of Georgia is destroyed, it is pretty clear who the aggressor will be.  The time cost and value of the tactic at this point seems minimal.  A large scale attack that might wipe out systems monitoring hospitals would be deadly but it would also be punished with immense retaliation.  The risk to the attacker in relation to the impact of the tactic does not make the use of cyber-strategies a very rational option on the battlefield.   

The Importance of Interstate Rivalry
The concept of rivalry brings history and the past pattern of interactions back into the study of political science.  War is obviously not an isolated event that arises from a discrete set of events, yet this is why we study the event statistically.  To understand why wars or crises develop, one must look at the entire past history of interactions at the military, diplomatic, social, and cultural level.  Rivalry is simply defined as long-standing conflict with a persistent enemy.  


Time is a key consideration for a rivalry.  For a rivalry to exist there must be a long history of events leading up to the situation.  Rarely in international history do wars arise out of thin air or from quick-spark events. When conflict does occur there is likely a long-standing ancient and recent history of animosity that pushes both sides towards combat.  


The next important consideration for rivalry is relative positions.  As evidenced in the Vasquez (1993) definition provided earlier, the issue positions of the contenders engaged in a rivalry are made in relation to the attitude of the other side.  Foreign policy perspectives during a rivalry are not made out of self interest or rational planning, but out of the simple consideration of denying a gain to the enemy.  Rivals are in some ways addicted to perpetual conflict because of their singular outlook targeting the enemy.  This perpetual competitive relationship is a dangerous situation in international affairs due to the build of hatreds and tensions over time. 


The singular focus on the enemy also leads to another important consideration: the tendency of rivals to seek to ‘burn’ the other side (Valeriano 2011).  In a rivalry, the term to cut the nose to spite the face comes to mind.  A state engaged in a rivalry will likely harm its own security or people in order to support a wider collective struggle against an enemy.  North Korea in relation to South Korea comes to mind here.  


Statistically, rivals tend to experience the most amount of conflict in the international system (Diehl and Goertz 2000).  Whether or not this is an artifact of dataset construction is a debate that is ongoing but the addition of a dataset provided by Thompson (2001) independent of a measurement of disputes gives us greater confidence in the proposition that rivals are likely to fight again in the future.  What is clear is that a small amount of dyads in the interstate system experience an increased rate of warfare and conflict.  These states fight often, with devastating effects.  In addition to being a competitive relationship, a rivalry is also a violent relationship.    


It then must be asked why rivals are so important in international relations?  Rivals can tell us who will fight in the future, but more importantly, who to focus conflict reduction and resolution practices on in the present.  These rival states are those that are most ‘at risk.’  In identifying rivals, Diehl and Goertz (2000) consider rivals to be those states that have experienced a certain amount of militarized interstate disputes (MIDs, either three or six disputes depending on the level of rivalry under consideration).  Thompson (2001) codes rivals based historical source and the mutual recognition of the other as an enemy.    


To summarize, rivals are long-standing enemies who seek to deny a gain to the other side in order to prevail at the great game of international politics.  This condition is dangerous due to the high likelihood of future violence.  High tensions and perpetual conflict posturing erodes confidence in cooperation and distracts a population from national projects that might better a society.  Rivals tend to be harmful for the state but more importantly they signal that each side is willing and able to engage in warfare to settle issues of disagreement.  Much work has been done on why rivals fight (see Colaresi et al 2008 for review) or how they start (Valeriano 2011 for review), but little work has been done on the changing nature of warfare and rivalry.    

The Theoretical Impact of Cyberwar on Rivalry

During a rivalry tensions are heightened and conflict is likely when there is a disagreement about the fundamental issues at stake in a foreign policy portfolio.  The question for this chapter is what might be the impact of cyberwar on rivalry relations?  Cyberwar is a tactic used to gain an advantage either diplomatically or militarily against a target.  During a rivalry, all options should be on the table.  Even war becomes a viable foreign policy option but here we are more interested in what the impact of cyber tactics will be on the escalation towards war.  


Escalation to war in a rivalry typically occurs after a certain number of high tension events occur in a rivalry relationship.  The interesting thing about rivals is that they tend to not like launching offensive operations first, lest they be accused of starting a conflict in the first place.  The normal relations range for a rivalry interactions tend to take the form of espionage, war games, brinksmanship, and economic warfare.  

Due to the nature of rivalry, we should expect that cyber tactics be used often and frequently because these options are short of war and allow for plausible deniability as to the origin of attacks.  While everyone might know where the attack is coming from, few have direct evidence of cyberwar as a foreign policy choice.  Cyber-tactics will tend to be the ‘first shot fired’ in a rivalry relationship.  Due to the low cost of operations and advantage they might gain for the offensive side, the use of these tactics should be widespread in a rivalry relationship.       


Our theory is that cyberwar tactics are used often during a rivalry.  When these tactics are used, they should exacerbate the rivalry and result in the escalation of tensions between the states engaged in the operations.  The value of chaos and fear is a key issue for cyber-strategies in international relations.  Just the ability to launch offensive cyber attacks alone might be enough to modify the behavior of a state.  Attaining a minimal level of security to deter a large scale cyber-attack could motivate an enemy to launch a cyber-technology arms race to gain the upper hand.  The cyber-race, like other arms races, reduces confidence and escalates tensions in a dyad (Sample 1997; Sample 2000).  Cyber-rivalries should heighten tensions and lead to the breakdown of cooperation.  Cyberwar is unlikely to trigger conventional war, but these operations could be leading sources of discontent between enemies and lead to the escalation of conflict between the states engaged in such practices.

The counter hypothesis is that cyber tactics as used in a rivalry neither exacerbate tensions nor degrade confidence in the states engaged in the action.  Cyberwar might be part of what Azar (1971) called the normal relations range for a rivalry.  It is expected to occur and even tolerated as long as total offensive operations are not conducted.  By total offensive operations, we mean direct attacks which might lead to the destruction of the energy infrastructure of a state or attacks meant to take control of army units.  These options could be off the table for rivals since they will lead directly to war and therefore must never be tolerated, since generally neither rival wants to be seen as the aggressor.  The surprising finding in relation to conventional wisdom could be that rivals will tolerate cyberwar operations if they do not cross a line that leads directly into the loss of massive life.  

Cyber Capabilities and “the Heavyweights”

There are only a few cyber “heavyweights” recognized by cyberwar experts of the international community (Clarke and Knake 2010).  Among these are the United States, China, Russia, Iran and Israel.
  The United States is the most “plugged-in” when it comes to reliance on the Internet for infrastructural and governmental services.  Therefore, the United States is most frequently attacked by potentially malicious software. Furthermore, as the world’s hegemonic power, the United States is also the main target state which dissident groups, terrorists, and rogue states wish to damage.  Almost all Internet infrastructures are now connected to the Web in the United States, thus making the number of targets for cyberwar activity nearly unlimited.  The United States is also one of the leading states in terms of the number of active rivals (Thompson 2001).  Thus the expectation is that the United States, with its dependence on the web, would have advanced cyber-defenses, with government playing a leading role in the protection of both private and public domains.  However, this is not the case; the United States is open and vulnerable despite the new Cyber Command.  Sounds of doom and warning come often from policy makers who like to highlight American weaknesses.  


The United States is also known to experts as the most offensively capable state in the realm of cyberwar (Clarke and Knake 2010).  American hackers are heavily recruited by government agencies such as the Department of Defense and Department of Homeland Security. There are also numerous private employment opportunities in the sector. This is not to say that the United States is not free of cyber-criminals, rather the options for Americans with these skills in legitimate work is more prevalent than other nations with cyberwar capabilities.  Russia and China, for example, do not have the high-tech jobs available as in the United States, nor do they have the American Constitutional constraints that a free society may have.  The expansive capabilities of American cyber-agents are a frightening enemy for any state that chooses to pursue a cyberwar with the Untied States.  


China has been gaining clout on the international stage in recent decades, and sees itself as a new force of which to be reckoned.  Because it is aware that it is no match with the United States in conventional military terms, China has turned to a policy of managing this asymmetric gap by alternative means with the capabilities it has at hand.  Some of these capabilities lie in cyberspace, and the Chinese have proven their worth in this domain.  Hacking successes such as Ghost Net and Titan Rain are of Chinese origin and are world-renowned for their successes in terms of who they hit and how many they hit.
  The offensive capabilities of China, therefore, are becoming legendary in terms of the state’s willingness to use them, as well as their sophistication. Chinese hackers are also both home-grown and specially trained in universities, and are highly encouraged to be successful by their government.  


Along with offensive cyber capabilities comparable to those of the United States, the Chinese government also has complete control of its Internet infrastructure (Clarke and Knake 2010). If China were to come under a serious cyber-attack, the government could shut off access to all international Web portals, thus containing and suppressing the attack.  This capability is not something that the United States can claim, as the multiple access points are privately owned by a number of diverse firms upon which the government has no control.  Therefore, in terms of cyberwar capabilities, it can be argued that China has a definite advantage over the United States, and if cyberwar tactics are to be those of the future, American conventional military capabilities may be canceled out by their less powerful rivals.  

Yet, we have a problem with a potential cyber conflict between the United States and China:  these two countries are not considered to be rivals under any rivalry dataset.  There is no history of past serious disputes on the level of historic examples like the United States and the Soviet Union or India and Pakistan.  Despite claims by pundits, China and the United States are not on a collision course.  China’s main foreign policy objective seems to be economic expansion (Zakaria 2008) and there is little chance it will be able to compete militarily or economically with the United States in the near future (Drezner 2009).  If the two main heavyweights often thought to be likely to fight in the near future are not rivals and thus unlikely to fight, what danger is there from their immense cyber-capabilities?   


Russia is another state that has ambiguous cyberwar capabilities and policies.  Russia boasts a highly educated and technically skilled workforce, however the amount of jobs that cater to these skills are few and far between.  Furthermore, Russian culture demands a high degree of nationalistic pride, as the glory of the recent Soviet past still looms large in the hearts and minds of most Russians.  Therefore, this combination of few jobs in the Russian private economy for high-tech skills along with Russian national pride has created a black market of hacking communities which have a potent ability to inflict damage on states who insult Russian pride.  An example of this is the 2007 distributed denial of service (DDoS) on Estonia after the government in Tallinn removed a Soviet-era monument remembering the expulsion of the Nazis during World War II from the capital’s main square (Carr 2010, 3).  The Russian government was able to plausibly deny that they had anything to do with these attacks, as sources were traced to Russian soil, but not directly to the Kremlin.  The Russian top-brass claimed that it was an attack from patriotic Russians angry at Estonia for the defacement of previous Russian glory.  The Russian hackers, the Kremlin claimed, were an organized group who believed that Estonia had insulted Russian pride and deserved the disruption of internet service brought on by the DDoS.  Damage from this attack included the defacement and disruptions of Estonian websites belonging to banks, parliaments, ministries, and communication outlets (Carr 2010, 3).  The potential of offensive Russian ‘hacktivism’ is  thus real, and its potential to do great damage is apparent.


Russian defensive cyber-capabilities are also assumed to be strong.  Due to the authoritarian nature of the Kremlin and its assumed cooperation with organized crime in their country, along with the patriotic hacking communities, Russia is able to defend itself rather robustly in the advent of a viral or DDoS attack from outside the country.  Therefore, the Kremlin is able to “filter” the content of its most prized plugged-in information coming in and going out of its walls (Clarke and Knake 2010).  As far as protection from malicious attack goes, the Kremlin is far superior when compared to the Pentagon.  In this case, we also have past evidence of rivalry, but it does seem clear that the Cold War rivalry between these states has long been over.  


The Islamic Republic of Iran is a semi-closed state which has great control over content of the Internet channels coming in and out of the country (Carr 2010).  During the mass protests over the controversial 2009 elections, the Iranian government was able to successfully shut out the opinions from the outside world on the Web, especially from the West.  Iran is a state which can and will use the Web to control and censor its people, as well as against its most outspoken critics, which include the United States and Israel.  Iran is clearly a rival of the United States, at least in terms of foreign policy objectives.  


Israel suffers cyber attacks on a daily basis from hackers, part of well-known anti-Israeli terrorist groups such as Hezbollah and Hamas (Carr 2010).  As Iran is a fundamentalist state which supports the expulsion of the Zionist state from the Holy Land, the country has been known to help the latter organizations with their cyber campaigns.  The Ashianeh Security Group is a covert Iranian hacking community that has hacked into more than 400 Israeli websites, including those belonging to members of the Israeli Defense Ministry, which is the equivalent of the American Pentagon (Carr 2010).  However, these attacks have only been the less-threatening DDoS and website defacement attacks, which cause mischief and disruption, yet are nowhere near as potent as the various types of malware.  Iran does have cyberwar capabilities, but perhaps not as advanced as those from the United States, China, Russia, and Israel.  

Israel is becoming known as the most advanced cyber-capable state in the world (Carr 2010).  The Israeli government has extensive networks of both offensive and defensive cyberwar technologies.  It also actively supports Israeli “cyber-patriots,” private citizens with necessary technical skills, who wish to help protect Israeli cyberspace from attacks by its many enemies in the Middle East, including Iran (Carr 2010).  Israel’s most recent and most infamous cyber attack is the September 2010 Stuxnet worm, which targeted the Iranian nuclear facilities as well as other important plugged-in infrastructural facilities.  However, Israel has denied that it had anything to do with the attack.
Cyberwar between rivals may be more covert than vocal, and the data presented in the next section will help answer our primary question of how cyber capabilities are used in interstate rivalries.    Table 1 is an outline of cyber capabilities as adapted from Clarke and Knake (2010). It shows how offensively capable, dependent upon cyberspace, and defensively capable a country is.  Each value is based on a scale of 10. Cyber-dependence is ranked in reverse order, as the higher the number the less dependent the state is on computer technologies.  The United States gets a low score because of how “plugged-in” it is to the Web for important infrastructural needs such as electricity and water.  Therefore, the more dependent a state is on cyber-technology, the more vulnerable it is (Clarke and Knake 2010).
Table 1: Overall Cyberwar Strength
	Nation
	Cyber-Offense
	Cyber-Dependence
	Cyber-Defense
	Total Score

	Iran
	4
	5
	3
	12

	United States
	8
	2
	4
	14

	Israel
	8
	3
	4
	15

	China
	5
	4
	6
	15

	Russia
	7
	5
	4
	16


Source: Clarke, Richard A. and Robert K. Knake. (2010). Cyber War: The Next Threat to National Security and What to Do About It.  New York: Harper Collins, Inc., 148.


The football proverb, “you can’t have a good offense without a good defense” comes to mind here.  The United States has the most powerful cyber-arsenal in the world, but at the same time is heavily dependent upon the internet and has relatively weak defenses from attack, in that it is not possible to ‘shut off’ the internet.  Israel is similar to the United States in most respects but overall is not as dependent on cyber technologies as the United States.  Russia and China, on the other hand, are more balanced in terms of offensive and defensive capabilities.  Although these nations are not as offensively capable as the United States, they are able to defend themselves more readily against attack due to the fact that the government controls the important infrastructural lifelines of cyberspace.  Iran falls somewhere on the lower end scale in that it has very little offensive capabilities but is also less dependent overall and remains in control of access points.  Now that capabilities have been defined, we now move to two case studies where capable rivals could wreak havoc on their adversaries.
Cyberwar in Rivalry: Case Examinations

The states mentioned above have robust and advanced cyber-capabilities.  Therefore, it is expected that these countries would use these capabilities against their rivals as part of their foreign policy to weaken and/or destroy the capabilities of their adversaries, cyber and physical alike. Rivals might wish to embarrass or demoralize their adversary publicly, so that the adversary knows exactly where the attack comes from and credit can be claimed so that power can be exerted by the perpetrator.  Animosities between rival states are largely vocal and exposed, thus it would be expected that cyber attacks between rivalries would not be covert, but rather open and public.  Furthermore, cyber attacks during a rivalry should increase tensions and push the states towards war.  
Two ongoing and well-established contemporary rivalries that are chosen for this chapter are the dyads of Russia-Georgia and Israel-Iran. These rivals were extracted from the datasets on rivals by Klein, Goertz, and Diehl (2006) and Thompson (2001) because they represent some of the heavyweights mentioned earlier and these dyads are the most often discussed by news pundits as engaged in cyber-combat.
  It is important to study rivals who have cyber capabilities so that the possible effects of cyber war are observed, as we theorize that rivals will be more willing to use these capabilities on each other.  

To locate and disseminate cyber attacks used with the Russian-Georgian and Israeli-Iranian rivalries, qualitative content analysis is used.  Using the search engine “Google News,” we sifted through news stories reporting the instances of cyber attacks between the states.  The keywords of “Iran Israel Cyber” and “Russia Georgia Cyber” were inputted and the results are reported below.

Russia and Georgia
Russia invaded the territory of Georgia in the region of South Ossetia on August 8, 2008. The following day, Russian forces invaded Georgia from another region, Abkhazia (Nichol 2008). The war lasted five days with an overwhelming Russian victory (Nichol 2008).  Why was Russia willing to invade Georgia?  There have been tensions between the regions of Abkhazia and South Ossetia within Georgia since the 1920s, when they tried to become autonomous of Georgia within the Soviet Union.  When the USSR dissolved in 1990-1991, South Ossetia and Abkhazia declared independence again.  Georgia attempted to quell the rebellions and was defeated by rebel forces that were backed by Russia. Russian and CIS peacekeeping forces were permanently established in both regions after the conflict, and the conflict became “frozen” for nearly fifteen years only to be thawed in August 2008 (Mikhelidze 2009).


To make issues more complicated and intangible for Georgia, Russia along with Nicaragua and Belarus recognized Abkhazia and South Ossetia as independent states.  This action makes the territorial disputes between Georgia and Russia so salient that it seems that there will be no resolution to this dispute in the near future.  How did this “frozen” conflict become so complicated? 


Two major MIDs have already been mentioned above.  During the frozen conflict, minor skirmishes between Russian and rebels troops on one side and the Georgian military on the other have occasionally happened. Eighteen MIDs have been counted in this time period (King 2006). Therefore, more than six MIDs have happened between Russia and Georgia, setting up Diehl and Goertz’s (2001) definition of an enduring rivalry.  As of this year (2011), the Russo-Georgian dyad is now enduring.  Enduring rivals have been found to have a higher probability of escalating to war.  

Georgia is also a transport country for Russian oil and natural gas.  Russia has used its energy policy to throw its weight around with the countries of Europe (Yenikeyoff 2008).  Control of the pipelines in the near abroad countries would allow for Russia to throw more of its energy “muscle” around.  As Georgia is smaller and less strategic than another important transport country, Ukraine, it can be argued that Russia may believe that it can get away with a Georgian invasion, while an opportunity for a Ukrainian invasion has not presented itself yet.  Furthermore, like Ukraine, Georgia is striving for EU and NATO membership.  Perhaps Russia believes that a war which devastated Georgia’s economy will produce setbacks for EU and NATO membership, thus allowing for Russian dominance over Georgia and other Caspian countries. Perhaps a Western alliance for Georgia may rescue the nation from Russian dominance. Perhaps Russia invaded so as to prevent such an alliance.  


Before 2003, Georgia had presidents with whom Russia could deal with.  They accepted the frozen conflicts for what they were and allowed them to continue. Gamsakhurdia and Shevardnadze can therefore be considered accommodationists in this context.  However, in late 2003, Georgia saw what was called the “Rose Revolution,” which allowed for the election of reformer Mikheil Saakashvili, who is pro-West and vehemently anti-Russian (Nichol 2008).  In fact, part of his campaign platform was to take back Abkhazia and South Ossetia into the Georgian sphere of influence.  Saakashvili also built up Georgia’s military in hopes to flex more muscle with the separatist regions (Mikhelidze 2009). Saakashvili ordered troops into South Ossetia in August 2008, thus provoking a Russian reaction by fellow hardliners Medvedev and Putin.

Finally, it has been argued (Nichol 2008) that because of the uncertainty of the Black Sea Fleet’s fate in Crimea, Russia is looking for a new Black Sea port.  Support of Abkhazia’s independence may get the nation this new port (Nichol 2008). Furthermore, Georgian troops were receiving training from the United States, who is a staunch defender of Georgian territorial integrity against Russia.  This has implications for the larger US-Russian rivalry. To sum up, the Russo-Georgian dyad has an intangible territorial dispute, is an enduring rivalry, has the threat of outside alliances (which is perhaps why Russia acted sooner rather than later), and also has the presence of an arms race.  

Needless to say, Russia and Georgia have been through many disputes since the fall of the Soviet Union and the subsequent independence of Georgia from their long-time Russian masters.  What of the use of cyber-warfare in this enduring rivalry? Russia and Georgia are both states where large sects of the population are technically savvy, yet the number of jobs in these highly technical areas is unavailable to most of these capable applicants in these countries.  Therefore, these highly-skilled individuals take their capabilities to the Internet, primarily in cyber crime, to utilize these skills for profit.  Russian capabilities are overviewed in the preceding section.  Georgian capabilities are apparent because of help from the most offensively cyber-capable state in the world, the United States (Clarke and Knake 2010).  Much of the cyberspace in the Caucuses state has been built with the help of American technology and hardware, and many of the skilled computer engineers have been trained by American experts.  
Table 2 shows data of cyber attacks between the two dyadic rivalries from the past ten years.  The new millennium has seen an exponential raise in computing capabilities and as the fear of cyber attack.  Furthermore, it can be logically assumed that the cyber-capabilities of states have been more advanced since the year 2000 due to the prominence of the Internet after this point, and therefore the more sophisticated attacks will be found in more recent times.  As the data show, although these adversaries have advanced and potentially catastrophic cyber-capabilities, use of these weapons has been minimal and the credit claimed for the attacks has not been from the governments of these states. Rather for the most part the “buck has been passed” to non-state actors and the cyber-underground.  
Table 2: Cyber Attacks between Russia and Georgia
	Date
	Direction
	Title
	Type
	Damage

	8/2/2004
	Russia>Georgia 
	Massive Keystroke Logging Attack
	Malware (Keystroke Logging)
	Massive Information Theft

	8/12/2008
	Russia>Georgia
	Russian Invasion Cyber Attacks
	DDoS, Website Defacements, Malware (Logic Bombs)
	Disruption and Defacement of Government Websites, Erasure of Data in Military Sites

	8/12/2008
	Georgia>Russia
	Retaliation for Russian Cyber Attacks
	DDoS
	Disruption of Various Public and Private Russian Sites


Source: Google News: Keywords “Russia Georgia Cyber,” Accessed 12/9/2010.

Russia has only recently used cyber-tactics against one of its rivals.  These cyber- tactics were a prelude to a physical attack in August of 2008.  Furthermore, the attacks were minimal by cyber standards, as only DDoS and website defacements were employed.  The Russian government denied any involvement in these attacks, as they passed the blame on to Russian patriots sympathetic to the cause.  Russia has the ability to inflict more damage on Georgian cyberspace, however it chose not to.  Georgia retaliated by flooding certain government sites with DDoS attacks, but the damage was minimal and temporary at best.  Therefore, the full use of cyber warfare tactics is yet to be part of the Russian or Georgian arsenal, even in times of physical conflict.


Most damage was done by Russian and Georgian guns, not cyber-attacks.  Originally, South Ossetian rebels provoked Georgian forces by raiding Georgian villages with missile attacks.  This in turn forced Georgia to retaliate with similar means on April 7, 2008, as well as a physical invasion of the South Ossetia region to stop the violence.  Sworn to protect the South Ossetians, the Russian army invaded South Ossetia the next day and expelled the Georgians from the region.  The war spread into undisputed Georgian territory and the other breakaway region of Abkhazia, where Georgian troops were defeated and expelled and new “buffer zones” were created by the Russian army.  Deaths were minimal, but property damage by the invading forces was in the billions of dollars.  
The cyber-attacks that accompanied this five-day war were merely disruptions in Georgian and Russian Internet service, as well as defacements of various government websites.  What came out of the war was the recognition of Abkhazia and South Ossetia as independent states by Russia and its CIS (Commonwealth of Independent States) allies, denouncement of Russian actions by the West, and increased tensions between the rivals.  The cyber-attacks effects on the rivalry escalation were minimal at best (Clarke and Knake 2010, 17-19).
Israel and Iran

The rivalry between Israel and the Islamic Republic of Iran began in the aftermath of the Iranian Revolution of 1979, when religious fundamentalists took control of Tehran and have been in control ever since.  Whereas before 1979 Iran and Israel were allies circa the United States and the fact that they had a common foe in various Arab states, in 1979, Israel became the sworn enemy of Iran and the rivalry has been escalating ever since (Parsi 2007).  Iran has been the most vocal supporter of the Palestinian state and has vowed to see the Zionist state wiped off the face of the earth.  

Israel’s intimate relations with the United States since the creation of the Jewish state have also escalated the rivalry between the world’s most powerful country and Iran.  Iran remained rather benign in the 1980s when it came to front line attacks (physical or rhetorical) on the Israeli-Palestinian peace process.  However beginning in the 1990s the fundamentalist state began being more direct by undermining the Israeli-Palestinian peace process and directly funding anti-Israeli terrorist groups such as Hamas and Hezbollah (Miglietta 2002).  Israel has used its close relationship with the United States to keep direct dialogue between the Americans and Iranians at a distance as well as its already frigid relationship.  Israeli security interests are at the heart of these motives.  Therefore, both sides in the rivalry use the United States to keep the rivalry escalating and enduring.  Terrorist attacks on Israel funded by Iranian money are too numerous to discuss in this chapter.  Espionage and assassinations have been the catalyst for Iranian animosity against Israel.  In this new era of supposed cyber warfare, espionage, and terror, it has been found that this may be the new realm where the Israeli-Iranian rivalry escalates.
Israel is known to have the most advanced abilities in cyberspace of any state.  One of its most persistent and outspoken rivals is the also very cyber-capable Islamic Republic of Iran.  Iran’s President Mahmoud Ahmadinejad has vowed not to rest until the Zionist invaders have been expelled from the Holy Land; he has even gone so far as to openly deny the Holocaust ever happened (Parsi 2007).  Needless to say, these actions have caused irrational and rational animosities between the states.  Israel has been one of the most active members of the world community in the denunciation of Iran’s nuclear ambitions, and has not ruled out physical attack to prevent a nuclear Iran.  Iran has responded by saying that if this happens, Israel will face a war that knows no boundaries.  Needless to say, the animosities of these two dyads should see unconstrained and unrelenting cyberwar.
Only in the past two years have the cyber-tactics between the rivals of Iran and Israel escalated.  Before, these attacks were limited to DDoS attacks and website defacements in reaction to certain foreign policy choices.  The first three events in Table 3 represent only minor incursions in each other’s cyberspace.  “Electronic Jihad” and “Cyber Jihad” were joint efforts by the Iranian government and various anti-Zionist terrorist groups such as Hezbollah.  These were reactions to Israeli policies toward the disputed Palestinian territories of Gaza and the West Bank. Tensions increased on both sides because of these events, however the cyber-attacks’ role in the heightened tensions remains to be seen.  Many intangible issues exist between the rivals; therefore any action taken by either side could possibly escalate to conflict.

Retaliation against the Iranian government’s sponsorship of an online contest poking fun at the existence of the Holocaust in 2006 was one of the first cyber-attacks in which Israel directly targeted Iran.  Israeli hackers flooded the website until it was for all intensive purposes shut down.  The contest never declared a winner, as Israel was relentless in its attack.  The Iranian government denied sponsoring the online event, but sources point to Iranian President Mahmoud Amedenijhad as the mastermind behind the idea.  

Cyber-attacks began to heat up between the rivals in 2008 with the Israeli invasion of Lebanon, in response to short-range missile attacks by the terrorist group in northern Israel.  Again, as with the Russia-Georgia dyad, cyber-warfare was a supplement to physical attack, not the primary weapon which incurred the most damage.  The DDoS attack was a joint effort by Iran and other pro-Palestinian governments, as well as non-state actors such as Hezbollah and Hamas.  Defacement of government websites and flooding of important Israeli commercial websites until they shut down was the damage done.  The tables would be turned on Iran in 2009 and 2010, as some of the most sophisticated malware released on a state’s infrastructure manifested itself. 

 Because of Iran’s nuclear ambitions, Israel has stepped up its cyberwar against its rival.  Only in 2009 did Israel begin using malware against Iran.  The Nuclear Facilities Virus was malware intended to steal information from top secret government sites as well as disrupt communication between parties working in Iran’s nuclear program.  Iran has pointed the finger at Israel and the United States and has denounced the attack in typical Iranian anti-Zionist fashion.  Both governments have denied the attack originated in their cyberspace.  Tensions, however, have increased within the rivalry.

 The most recent worm released on Iran’s network in 2010, Stuxnet, is becoming known as the most ambitious and most damaging piece of malware released into a state’s infrastructure.  Recent evidence has shown that the worm was developed in Israel, but where it was released has still not been pinpointed (Broad, Markoff, and Sanger 2011).  This worm has destroyed Iranian centrifuges and has severely disrupted the progress made by Iranian nuclear scientists. The genius behind the worm is that it only became malicious when specific targets, the Iranian centrifuges, were activated.  It told the centrifuges to spin out of control, effectively destroying them.  Furthermore, the worm sent code to the Iranian facilities’ control panels that everything was operating smoothly while the centrifuges were destroying themselves.  Reports estimate that the Stuxnet attack has setback Iran’s nuclear program by at least three years (Broad, Markoff, and Sanger 2011).

 Iran has yet to retaliate, but maybe Stuxnet is the beginning of a new age of more malicious and more destructive cyberwar. It seems as if the attack has escalated the Iranian-Israeli rivalry, as Iran has vowed to beef up its cyber-security as well as its cyber-offensive capabilities as a result of the Stuxnet attack.  However, Iran does not have the domestic manpower to mount such sophisticated attacks like Stuxnet, and how this new “beefing up” of Iranian cyber-capabilities exacerbates Israel and/or the United States remains to be seen (Lederman 2011).  Furthermore, Iranian scientist assassinations and the threat of airstrikes seem to more effective at getting Iran’s attention more so than this most recent malicious Stuxnet worm.

Table 3: Cyber-Attacks between Israel and Iran

	Date
	Direction
	Title
	Type
	Damage

	9/1/2000
	Iran>Israel
	Electronic Jihad
	DDoS
	Disruption of Service, Lost Time and Money

	8/1/2001
	Iran>Israel
	Cyber Jihad
	DDoS
	Disruption of Service, Lost Time and Money

	2/7/2006
	Israel>Iran
	Iran Holocaust Cartoon Contest
	DDoS, Website Defacements
	Disruption of Web-Based Cartoon Contest in Iran

	10/27/2006
	Iran>Israel
	Israeli-Lebanon Conflict
	DDoS
	Disruption of Service, Lost Time and Money

	12/272008
	Iran>Israel
	Operation Cast Lead Retaliation
	DDoS, Website Defacements
	Disruption of Israeli Government Sites

	7/7/2009
	Israel>Iran
	Nuclear Facilities Virus
	Malware (Virus)
	Disruption of Communications, Theft of Secret Information

	9/30/2010
	Israel>Iran
	Stuxnet
	Malware (Worm)
	Disruption of Iranian Nuclear Facilities, Destruction of Centrifuges


Source: Google News: Keywords “Iran Israel Cyber,” Accessed 12/9/2010.

Assessment of Case Examinations

Why have these very vocal and much hated rivals failed to take credit for these minimal attacks that one would assume they would be proud to take the blame?  Several reasons come to mind, which have implications for the future of cyber-warfare between rivals and the international community in general.  


Cyber Constraints:  Perhaps a reason for the relevant lack of serious malware attacks between rivals is fear of retaliation from the other side.  If a state within a rivalry openly and blatantly attacks its adversary’s infrastructure or secret government databases, that state may perceive the attack as it would a physical attack such as an airstrike or infantry invasion.  Attacks like these are considered acts of war, and it is likely that these states are not quite ready or willing to escalate the rivalry to this point.  Israel may have the malware available to completely destroy Iran’s nuclear program, but the repercussions of this action may escalate to all out war between the countries, which could very well escalate to including major powers such as the United States and China.  Therefore, cyber warfare may not have escalated to more harmful attacks in the same way nuclear deterrence allowed for peace between major powers during the Cold War.  Neither adversary wanted to act first and be blamed for causing World War III.


Cyber Norms and a Normal Relations Range:  The rules and norms in the realm of cyberspace have yet to be determined, but it does seem clear that rivals operate as rivals should.  They are able to manage their tensions in such a way as to forestall violence for long periods of time. The rules of the game in cyberspace have yet to be determined, and states have yet to employ blatant widespread damage via the Web out of fear of the unknown or disturbing the balance of harmony during a rivalry.  Surprisingly, Russia has pushed for treaties among the international community that would set up norms of cyberwar among states.  The European Union has also promoted this idea.  However, the United States and China are major powers that are skeptical about signing on to such agreements (Clarke and Knake 2010).  These skeptics are the roadblocks to more talks about an agreed-upon mode of behavior by adversaries in cyberspace.  


Plausible Deniability:  States with cyber capabilities also have the advantage of being able to deny any involvement by cyber-attacks originating within their borders.  Because cyber-attacks are difficult to trace, and even more difficult to trace to a government, states who may have sponsored or coordinated a cyber-attack against its rival will have the advantage of plausibly denying any involvement in a malicious breach of security.  For example, the website defacements and DDoS attacks perpetrated by Russia and Georgia during the 2008 wars were blamed on the patriotic non-state actors sympathetic to each side’s cause.  Cyber-attack denial by states actively involved in a physical war is puzzling, especially since the purpose of war is to get the other side’s government to capitulate to demands.  Either the Russians and Georgians were telling the truth, or the cyber-constraints and lack of cyber-norms discussed above played a part.  Russia perhaps feared retaliation by the United States, and Georgia perhaps feared escalated Russian attacks.  


The Stuxnet worm, it appears, is the work of a joint Israeli-American effort.  Although diplomats and representatives from both governments are officially denying involvement in the development and deployment of the worm, they do so with what can metaphorically be interpreted as a “wink” in that they were unofficially involved (Broad, Markoff, and Sanger 2011).  They state their pleasure with the fact that Iran’s nuclear program has been set back because of the worm, but will not cross the line in blatantly admitting their involvement. Thus far, it has been few and far between when a government has openly admitted to committing acts of cyberwar.


Lack of “Shock Value”:  The September 11, 2001 attacks were a spectacle that changed the course of American foreign policy and has put the world on high-alert ever since.  Visuals of the burning Twin Towers and Pentagon are ingrained in every American’s mind old enough to remember.  These physical attacks propagated by terrorists have had lasting “shock value” that has changed the behaviors of major states.  Cyber-attacks, on the other hand, may not have that shock value that a conventional physical attack may demonstrate.  Therefore, in order to get rivals to capitulate to a state’s demands, an airstrike, artillery strike, or all out invasion may get the desired outcomes that rivals are looking for.  Cyber-attacks, although potentially lethal, do not have the same “punch” as a physical attack.  Russia’s cyber-attack in 2008 was accompanied by a major military campaign, and Georgia quickly surrendered because of the bullets, not the botnets.  Furthermore, Israel still has not ruled out extensive airstrikes on Iran’s nuclear facilities, even though the Stuxnet worm Israel has been accused of releasing has set back the Islamic Republic’s nuclear ambitions.


The attacks in cyberspace between the rivalries of Russia and Georgia and Iran and Israel have been limited, constrained, and denied.  These covert methods of attack are equivalent to a 21st century version of a very ancient form of foreign policy: spying.  Gathering information from and sabotaging valuable infrastructure of enemies has been part of human history since the advent of warfare.  Thus far, this form of spying has yet to be normalized, and because of this, the true nature of states’ cyber capabilities has yet to be realized.  Rivals tend to not utilize cyber operations very often, and when they do, these operations do not exasperate tensions beyond a normal relations range.  Escalation of malicious attacks are very possible and may be apparent in the very near future, however constraints, lack of norms, deniability, and lack of shock value have allowed for damaging yet limited cyber warfare among rivals.
Conclusion

This chapter is a first stab at trying to both theoretically and empirically trace out the impact of cyber strategies on modern interstate relationships.  Future work will go forward with quantifying the specific cyber capabilities of each state engaged in current rivalries.  We can only know the true impact of a policy by studying its actual use in current foreign policy.  It does little good to trump up a factor as a “game changer” before its true impact is even measured.  

Seymour Hearst (2010) makes an interesting point in his contention that the danger expounded by cyberwar theorists results from a confusion between cyber espionage and cyberwar.  We have a similar finding in this chapter; rivals tend to use cyber tactics.  However, these tactics are not widespread nor do these tactics escalate tensions within a rivalry dyad.  


This finding is surprising based on the increased attention cyber combat gathers in the realm of national security.  Perhaps the dangers stated by various authors is overstated, extreme, or even worse, arises out of self interest in the need to perpetuate a national security state.  The fear caused by cyber tactics is much greater than the actual danger such actions have posed in real life.  Fear is the basis for rivalry and as long as enemies fear the other side, any tactic that could inflict damage is frightening.  


The evidence presented here gives little support to those who promote the increasing danger of cyberwar in the modern era.  There is little in the way of actual results that would suggest that cyberwar is prevalent, increases tensions, and is devastating to rival states. If cyberwar has little impact on rival states, we should also see the factor as having little impact on all interstate relations.  The security future of states is almost always perceived as tricky and imperiled, but this does not have to be the case.  The increased attention to factors that have little consequence in interstate relations needs to be downplayed in favor of tactics and strategies that actually have been demonstrated to be dangerous for states and their populations.  
The shadow of the future plays heavily on the issue of cyberwar.  What are the limits in terms of targets during an all out cyberwar during a rivalry?  No one knows at this point, our initial hypothesis that states with cyber capabilities and engaged in a rivalry will use all means necessary to counter said rival has been falsified at this point.  The remaining question is what of the future?  Will we continue to see low level usage of cyber technologies to target rival states? 
The danger lies in ‘Stuxnet’ becoming a harbinger of the future.  If the goal of Stuxnet is to hamper the industrial capabilities of a target state, the United States is the most vulnerable to retaliation on this point.  By opening up Pandora’s Box in the context of Iran, Israel and the United States are now opening themselves to all sorts of attacks, because they went beyond the normal taboos of cyber operations in rivalry to this point.  A New York Times article on Stuxnet makes the point that the worm likely harmed Iran’s nuclear production capabilities as much as a direct strike by Israel would have.
  Does this mean that Iran will seek to retaliate and escalate the conflict?    

All too often rivalries are seen as innocuous, just part of the foreign policy project for all states. The fear for us is that some of these managed types of rivalries might increase in hostility due to the actions on the cyber battlefield.  To this point we have seen little evidence of unrestricted cyber warfare against a rival and we hope this trend continues.  The future is very much dependent on how rival states react to actual conflict events launched by their enemies.  On that point the entire history of rivalry studies suggest we have much to worry about because rivals tend to overreact to threats posed by enemies.  
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